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3AABJIEHUE ®KC

FS

[daHHoe o06opygoBaHMe MNPOLWO MCMbiTaHMe W OblNo  MPU3HAaHO COOTBETCTBYHOLLMM
orpaHudeHunsaMm ons umdposoro yctponctea Knacca B B cootBeTcTBMM € YacTbto 15 lMpasun
®KC. [aHHble orpaHu4eHusi npegHasHadeHbl Ons obecneyvyeHWss pasyMHOM 3awuTbl OT
BpeAHbIX MOMEX B Crlydae YCTaHOBKM B XWiblX nomewieHusx. B gaHHom obGopymoBaHuu
reHepupyeTcs, UCMOMb3yeTC U MOXET CO30aBaTbCA SHEPrUst PagMousnyyeHunsl, 1 OHO, ecnu
YCTaHOBIEHO 1 Ucnonb3yoTca 6e3 cobniogeHnsa NpMBeAeHHbIX B MHCTPYKLUNN yKa3aHWi, MOXeT
CTAHOBWTbCS UCTOYHMKOM BpPEeAHbIX NMoMeX ANsl CPeACcTB paguMocBsA3vM. TeM He MeHee, HeT
rapaHTU TOro, YTO B OMNPEAENEHHbIX YCINOBUSAX YCTAHOBKM Takme NoMexm He BO3HUKHYT. Ecrniun
AaHHoe o0opydoBaHME CTaAHOBUTCA MWCTOYHMKOM BpeAHbIX MOMEX MpuemMa pagvo Unm
TernecurHana, 4To MOXHO YCTaHOBUTb MPW NOMOLLM BKIIOYEHWST U BIKIIOYEHNST 060pyaoBaHMs,
TO Nonib3oBaTeNb MOXET MONbITATbCS YCTPAHUTL NMOMEXM NMPU NOMOLLW CreayHLNX Mep:

e VIaMeHuTe opveHTaUMO NN NOMNOXEHNE NPUEMHON aHTEHHDI.

e YBenunybTe paccTosiHue mexay obopyaoBaHMEM U NPUEMHMKOM.

e [logkntounTe 06opygoBaHME K 3NEKTPUYECKON po3eTke, B LiEMb KOTOPOW HE BKITHOYEH

NPUEMHUK.

e O6partuTech 3a NOMOLLBIO K AUIEpY UK K OMNbITHOMY pagmo 1 Tene macTepy.
[aHHoe yCTponcTBO cooTBeTCTBYET TpeboBaHusm Yactu 15 lNNpasun ®KC. Bkcnnyatauus
3aBUCMKT OT cOONtogeHns creayoLmx ABYX YCIOBUIA:

1) [daHHOEe YCTPOMCTBO MOXET HE SABMSATLCSA UCTOYHUKOM BPEOHbIX MOMEX.

2) [aHHOoe yCTpOWCTBO AOMMKHO BblAepXUBaTb ftoOble NPUHMMAaEMbIe NOMEXU, B TOM YUCTe

NMOMexu, KOTOPbIE MOTYT CTaTb MPUYMHON HEXENaTeNbHOro cpabdaTtkiBaHus.

JTiloOble BHeCeHWe M3MEHeHW unu mogudvkaumin, He MNONy4YMBLUMX SBHOrO 0f00peHust oT
OTBETCTBEHHOW 3a cobniogeHne TpeOOBaHUM CTOPOHbI, MOXET MNPUBECTU K JULIEHMUIO
nonb3oBaTens npae aKcnnyartaumm JaHHOro obopyaoBaHus.

MpumeyaHue: 3aBOA-U3rOTOBUTENb HE HECET OTBETCTBEHHOCTM 3a niobble pagvmo wunu Tene
MOMeXMW, Bbl3BaHHbIE HECAHKLMOHUPOBaHHLIMU U3MEHEHMSIMU AaHHOrO obopyaoBaHus. Takue
M3MEHEHNA MOryT npmMBeCTU K JUWEHUIO noNb3oBaTeNiaA npaB 3KCcnjlyataunum OaHHOro
obopynoBaHus.

3asaBneHue ®KC o Bo3aenCTBUN BbICOKOYACTOTHOIO U3NTyYeHUs

[aHHoe obopypoBaHune cooTBeTcTBYyEeT orpaHnyeHusam PKC Ha Boagencteume PY unanyyenuin
OIS HEKOHTponMpyemon o6CcTaHoBKM. 3anpeLlaeTcsl pasMeLLeHe NN SKCnyaTaunsa gaHHOro
YCTPOWCTBA W €ro aHTEHHbI PSAOM C APYro aHTEHHOW UK nepeaT4yMKoM.

“‘Ona obecneyeHnss cOOTBETCTBMA TpebOBaHUAM O COOTBETCTBUMM orpaHudeHusm OKC Ha
Bo3gerictene PY unanydyeHusi, gaHHoe paspelleHne MOXeT MPUMEHSITbCA TOMbKO AN
MOBMMAbHBIX KOHpMrypaumn. Micnonbdyemas Ansg AaHHOro nepegaTymka aHTeHHa JOIKHaA ObiTb
yCcTaHoBrneHa ¢ obsizatenbHbIM cObnoaeHNeM MUHUMAaNbHOIo paccTosiHMA oT nogen B 20 ¢,
N He JONyCKaeTCa ee COBMECTHOE pacrnonOXeHUe Unu aKkcnnyartaumsa ¢ opyron aHTEHHOW Mnu
nepegarymkom”.



MNMpepynpexaeHue o mapkmposke CE

C€1588

OT10 npoaykT knacca B. B 6bITOBbIX YCNOBMAX AaHHbLIN NPOAYKT MOXET SABMSATLCA UCTOYHUKOM
paguonomex, B Criydae 4Yero OT Nnosib3oBaTerisi MOXeET NoTpeboBaTbCsl NPUHATUE adeKBaTHbLIX
Mep.

@

MpoaykT ceptudikoBaHo 3rigHoO ¢ nNpasunamu cuctemun YkpCENPO Ha BignosigHicTb BUMoOram
HOPMaTUBHUX AOKYMEHTIB Ta BMMOram, Wo nepeabayveHi YMHHMMKU 3aKOHOOABYMMMK aKTamu
YKpaiHu.

NpaBuna 6esonacHoCcTU

® Ecnnu yCTpOl7|CTBO MMeEeEeT KHOMKY BKIMHOYEHUS/BBIKNIOYEHUST MUTAHUSA, TO C €€ MOMOLLbIO
MOXHO 6bICTpO OTKMOYUTb NUTaHNE yCTpOI7ICTBa. Ecnu kHoMkM nuTaHus Ha yCTpOVICTBe HEeT,
€ANHCTBEHHbIN cNoco® MOMHOCTLIO 06eCcToUNTL yCTpOVICTBO - OTKIMIOYNTb agantep nNUTaHuA
OT 3JIEKTPOCETN.

® He pasbupaiTte yCTPONCTBO M HE NPON3BOANTE EM0 PEMOHT CaMOCTOSITENBHO, B 3TOM Cry4vae
KOMNaHUA BMpaBe CHATb C cebs rapaHTUlHble o00s3aTenbCcTBa, KpoOMe TOro, Bbl
noaBepraeTechb PUCKY NOpPaXXeHUst SNEKTPUYECKUM TOKOM.

® He gonyckainTe nonagaHus Bnarv BHyTpb yCTPOMCTBA.

YCTpoWCTBO NpeAHasHa4YeHo A UCMONb30BaHUS B CrieaytoLmMX CTpaHax:
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R Nyo2]NI 150 Mbps 6ecnposogHon USB-agantep noBbILLEHHOW MOLLHOCTU

Copepxumoe ynakoBKu

Y6eoutech B TOM, 4YTO nepevuncrnieHHble HMXXe npegmMmeTbl UMeTCA BHYTPU YNakKOBKHA.

OpanH TL-WN722N 150 Mbps 6ecnpoBogHon USB-agantep noBbILLEHHON MOLLHOCTU
PykoBoacTBo no ObICTPOM yCTaHOBKE

OpauH USB-kabenb

OaunH komnakT-guck ¢ gaHdbiMm ansa TL-WN722N, B Tom yucne:

YV V V V

e  YTunura HacTpolriku obecnpoBogHoro coeamHeHus TP-LINK n gpanBepbi
e PykoBopacTBO nonb3oBaTtensi
e [lpyrad nonesHas nHdopmaums

Yb6eoutecb B TOM, YTO MEPEYUCIIEHHbIE BbIlLE NPeaMeTbl UMEKTCS BHYTPU ynakoBku. B
cryvae NoBpeXAEHUS Un OTCYTCTBUS NMobOro 13 ykasaHHbIX Bbille NpeamMeToB, obpaTuTech K
CBOEMY OUCTPUOBLIOTOPY.

& lMpumevaHue:
B panbHenwem B JaHHOM pyKOBOACTBE Mof crioBom "agantep” 6yaet nogpasymesatbca 150
Mbps 6ecnposogHon USB-agantep noBbiweHHOW MowlHocTn TL-WN721N/TL-WN722N. B

KayecTBe npumMmepa B JaHHOM PYKOBOACTBE paccMmaTtpusaeTcs mogenb TL-WN722N.




R Nyo2]NI 150 Mbps 6ecnposogHon USB-agantep noBbILLEHHOW MOLLHOCTU

MnaBa 1 O6G30p npoaykra

1.1 BBepeHue

[aHHbI aganTep ABNSETCA KNMMEHTCKMM YCTporicTBOM cTaHgapTa 802.11n, npeaHasHayeHHbIM
ONs NOAKMIYEHUS K HACTONbHOMY KOMMbIOTEPY W MOMyYeHUs BbICOKOCKOPOCTHOMO W
HenpeB30NAEHHOro No KayecTBy GecnpoBogHOro goctyna k cetn. brnarogapst 6onee BbICOKON
CKOpOCTM GecnpoBoaHOM CBSA3M CTaHOBUTCHA yaAoOHee nonb3oBaTbCA pecypcamu VIHTepHeTa,
Hanpumep, 3arpyskon ¢annos, urpamu, NpocMaTpmBaTb NOTOKOBOE BUAEO.

Bnarogaps TexHonormm 802.11n, paclMpPEHMIO MONOCLI NpOnyckaHus npu nomowm MIMO
(aHTEHH gns MHOrokaHasnbHOro BXoda M MHOrokaHanbHOro Bbixoga), BctpoeHHast B TL-WN722N
hyHKUMA aBTOMATUYECKOrO OMO3HaBaHMA NO3BONsET 00eCneynTb BbICOKY0 CKOPOCTb nepegadu
naketoB Ao 150 Mbps ona [oOCTMXEHMS MakcuMarbHOW MPOMyCcKHOW crnocobHocTn. Agantep
MMEET XOPOLUYK 3alMTy OT NMOMEX, a TakKe UMEeeTCca BO3MOXHOCTb COBMECTHOW paboThbl C
apyrmmn 6ecnpoBogHbiMK npogyktamu (802.11b). Agantep nogaepxusaet wudposaHne WEP,
WPA n WPA2 pgona npegoTBpalleHns MNPOHUKHOBEHUSI M3BHE W 3allUTbl Ballen NUYHOW
NMHGOPMaLNN OT PacKpbITUS.

Apantep NpocT B MOAKNOYEeHUW U ynpaeneHun npu nomowmn Quick Setup Wizard (Mactep
ObICTPOM YCTAHOBKM), KOTOPbLIV B NOLLAroBOM PEXMME NOMOraeT NPOBECTM MPOLLECC YCTAHOBKM U
YTunuta HacTtpomku obecnpoBogHoro coeauHeHust TP-LINK BbiBoauT ykasaHusa no GeicTpon
HacTpolnke 6ecnpoBOAHOrO MNOAKITHOYEHUS.

Bbrnarogaps oTnmyHbiM paboymMm napameTpam, YpoBHIO npuema u 3awmtbl TL-WN722N asnsaetca
NyYlWnM BapuaHTOM Ansi npoctoro AobaeneHns unv mogepHusaumm yHkumm 6ecrnpoBOAHON
CBSI31 Ha BaLleM HacTONbHOM KOMMblOTepe.

1.2 XapaktepucCTUKMU

» CootBetctByeT ctraHgaptam IEEE 802.11n, IEEE 802.11g, IEEE 802.11b

» Tloppepxka 3awuTbl gaHHbix WPA/WPA2, asTopusaumnsa no IEEE802.1x, wudpoBaHmne
TKIP/AES, wndpoeanne WEP

» TlopoepxmBaeTcs BbICOKasi CKOPOCTb Nepedaymn gaHHbix o 150 Mbps ons obecneveHus
MakcMMarnbHOW MPONYCKHOM CNOCOBHOCTU, NoAAEPXKMBAETCA aBTOMaTUYECKas HacTpomka

K HU3KMM CKOPOCTAM U3-3a PaCCTOAHUA UMK OpYyrmnx akcniyataunMoOHHbIX OFpaHMHeHMﬁ.

» Wwmeetca USB uHTepdenc

» Noppepxka pexumor Ad-Hoc u Infrastructure (MHdppacTpykTypa)

» Xopollas 3awuTa oT nomex

» [llopoepxka poymMuHra Mexay Toudkamm pgoctyna B pexume  Infrastructure
(MHdppacTpykTypa)

» Jlerkas HacTpovka u SOCTYN K KOHTPONbHOW MHGOPMaLMK

» [loppepxka Windows XP, Windows Vista n Windows 7

» [1Be BCTPOEHHble BHYTPEHHWEe aHTeHHbl dopmaTa 2x2 Ons ABYX MPUEMHUKOB M OBYX

nepegartymkoB




TL-WN722N

150 Mbps 6ecnposoaHoii USB-aganTtep NoBbILEHHOW MOLLHOCTHU

1.3 0O630p annapaTHOro o6ecnevyeHus

CoctosHne CA:

CocTosiHMe

Pa6ouun ctatyc

Bbikn.

[paneep He ycTaHOBMEH.

PaavoTpakT aganTtepa BbIKMIOYEH.

MeaneHHoe muraHue

[paiiBep ycTaHOBIEH, HO Mepedada WU MonyYyeHue OaHHbIX He
NPOUCXOOMNT.

BbICTpOG MUraHme

npOI/ICXO}J,I/IT nepegada nnn nonyvyeHme gaHHbIX.

&~ Mpumeyanue:

€Ccnu aganTep He CMOr NOoAKM4YNTLCA K BecnpoBogHon cetu, To CUL MoxeT BbITb BbIKITHOYEH.

BbiGepurTe CBOIO CETb M NMOBTOPUTE MOMbLITKY NOAKMHOYEHNS.




iR \yo2]YI 150 Mbps 6ecnposogHon USB-agantep NnoBbILLEHHOW MOLLHOCTH

'naBa 2 MNoakno4yeHue

21 Toaknio4vyeHue ycTpomcTBa

CyuwiecTtByeT aBa cnocoba noaknoyeHua Agantepa:
1. TNopgkntounte Agantep HenocpeacTBeHHO k USB nopTty Baluero komnbotepa.
2. CoeguHute Apgantep v Baw koMnbtoTep vYepe3 USB-kabernb 13 komnnekTa NocTaBKu.

& MpumeyaHue:

B cnyydyae npaBuUIibHOro nNOAKIMOYeHUsA A,qanTepa noABUTCA BCNJbiBaowee OKHO MaCTep

HoBoro obopyanoBaHus (HangeHo HoBoe o6opyaoBaHue). Haxmute OTmeHa.
2.2 YctaHOBKa nporpamMMHOro obecnevyeHus

Ytunuta Setup Wizard (Mactep HacTpowku) agantepa MOMOryT BbINOSHUTL nNpouenypy
nogkntodeHns ana Windows 7, Windows Vista n Windows XP. [aHHble npoueaypbl Ans
pasHbIX CUCTEM MNPaKTUYECKM WOEHTU4YHbLI, MO3TOMY, Hanpumep, NPUBOAUTCA npoueaypa

nogkntoyeHus ana Windows 7.

1. YCTaHOBMTE KOMMNAKT-AUCK C OAHHBbIMW B YCTPOWCTBO YTEHMS KOMMAKT-AMCKOB, MOCNE Yero
NnosiBUTCA MpUBEAEHHOE HWXKe OKHO. Bbibepute mogens TL-WN722N. bBygeTt AOCTynHO

criegytollee MeHo: YcTaHoBUTbL [paiBep u YTunuty 1 PykoBoacTBO nonb3oBaTtens.

[na Hayano npoueaypbl HAXMUTE Ha KHOMKY YcTaHOBUTL [lpanBep U YTUNUTY.

MacTtep
The Reliable Choice ” BecnposogHoi Mapwpytwaatop cepun N

PYKOBONCTED
" Nonbaosatens

AT 22
Yeranosue Jpafeep
¥ ¥TanuTy

L M BCETD 33

O6zop CO BblXO0

Puc. 2-1




R Nyo2]NI 150 Mbps 6ecnposogHon USB-agantep noBbILLEHHOW MOLLHOCTU

2. Ortob6pasutcsa okHo InstallShield Wizard (Mactep ycrtaHoBku). [Ans npoaormkeHus
HaXXMuTe Ha kHornky [lanee.

-

¥TunuTa HacTpolikn BecnpoecgHoro peskuma u gpaneep TP-LINK - InstallShield Wizard @

Hob6po noxanoears & InstallShield Wizard ann
YTHAaHTa HAacTpORKH GECNpOBOAHOND PEXHMa U
apafsep TP-LINK

b acTep YoTAHOBKM NOMOMET YCTAHOEMTE HTHAMTS
HACTROMK M SECNPOEOIHOMD pEd#Mrda 1 apakieen TP-LIME
Ha BaW KomieioTep. Jna npogoiHeHia HasmmuTe
Hanee.

| | OTmeHa

Puc. 2-2
3. Bblbepute TMN ycTaHOBKN. PekoMeHayeTcs BbiOpaTb YCTaHOBUTL ApavBep U yTUNUTY
HacTpounku G6ecnpoBoaHomn. Ecnn BbIbpaTh BapMaHT YCTaHOBUTbL TONbLKO ANpanBep,

To OygeT BbINOMHEHa yCTaHOBKA TOMbKO AparviBepa. [ns npodorhkeHust HakMuTe Ha
kHonky danee.

¥TMAWTE HacTpokkn BecnpoecgHeoro pexsuma v gpadeep TP-LIMK - InstallShield Wizard @
Tun ycraHoBEM

BriSepuTe Hakbonze Nogxo0ALLMHE THA YCTSHOBE M,

Hastrme Ha MPEANOMHT 3EkBIA THM YCTAHOEKM.

OnucaHue

YeTaHoEWTE Tansko ApaliEen. BriGepure 3Ty onumio, Yrodel
YCTAHOBMTE APAHEER M YTHALTY
HACTPOEKM GECMpoBOIHOrD
peskitia, PeromeHayetca
ELIGPATE 3TY oMM,

| ¢ Hazan " Hanee » l | OTmeHa

Puc. 2-3




R Nyo2]NI 150 Mbps 6ecnposogHon USB-agantep noBbILLEHHOW MOLLHOCTU

4. Haxmute Ha KHOMKY N3MeHUTb... 4TOOGbI Bbl6paTb MeCTO YCTaHOBKM MporpamMmHoOro
obecneyeHuns, NN MOXXHO OCTaBUTb BapuaHT No yMOJ14aHUIO. Ons npoaoJKEeHUNA HaXXMuUTe

Ha KHOMKY Danee Ha npunBeaeHHOM HMXXe 3KpaHe.

¥TunuTa HacTpolikn BecnpoecaHoro pexknna n gpaieep TP-LINK - InstallShield Wizard @“
BeISepHTe Nanky, B KOTOPYKD Bbl KOTHTE YCTSHOEWTE $aRMEL.
YeranosuTe HTHaKTa HacTpolikK GECNpoBOAHOrD PEMMME 1
C:h AHTHAMTa HacTpofiky SecnposogHoro cosgqHeHua TR-LIME m
| < Hazag, " Hanee = l | OTmeHa
Puc. 2-4

5. Onsa npoaoJnkeHne yCTaHOBKU HaXXMUTEe Ha KHOMKY YcTaHOBUTD.

¥TmAuTa HacTporkn BecnpoeocgHoro pexuma v apaieep TP-LIMK - InstallShield Wizard @

lNOTOE YCTAHOEMTEL NporpamMmy

MacTep roToe HavaTe YCTAHOBKY,

H aseranme Y oTaHOBMTE, YTONRI HAYATE YCTAHDEKY.

Ecru Bl 0TUTE NPOCMOTRETE MAW MSMEHMTE HACTPOMKIA YCTAHOBKI, Hak9Te Hazan.
Hsataure OTrdeHa, YToSkl BEIFTH M3 MacTepa.

| < Hazag || HcraHu:uBHTb| | OrraeHa

Puc. 2-5
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6. byper BbINOMHeHa ycTaHOBKa yTunuTbl U ApanBepa. [daHHbIW npouecc 3anmeT 1~2

MWHYTbI.

¥TmAuTa HacTporkn BecnpoeocgHoro pexuma v apaieep TP-LIMK - InstallShield Wizard @

CocToAHHe YCTaHOBKH

Mporpardra InztalShield(R ) Wizard BenoAHAET yoTaHoeky STUnMTa HAaCTpokKkL
fECApOBOOHOrD pE#MMa M apakisen TP-LIME.

C:hwindaweshapstem32hitET 92o0 sps

OtraeHa

Puc. 2-6
7. Tlocne 3aBepLueHNsa BCEX MPUBEOEHHLIX Bbllle AENCTBMA MOSIBUTCA NPUBEOAEHHbBIA HUXE

9KpaH. Ons npoaoJrKeHnA npouecca yCTaHOBKU HAXMUTE Ha KHOMKY 3aBepLIJVITb.

¥TunuTa HacTpoiikn Gecnpoecaoro pexknna n gpaieep TP-LINK - InstallShield Wizard

InstallShield Wizard Ycranoera saBepuieHa.

InztallShield Wizard zakoHuun yoTaHoBEY. Hasraure
JABEPLWIMTE, YTOME! BRIATH M3 MACTEDA.

Puc. 2-7
8. Tlocny nogknioYeHusi aBTOMaTUYECKM OTKPOETCS BCMUibiBaloLWlasi CTpaHvMua HaCTPOMKM

YTUNUTbl KakK NMoKa3aHO Ha cneaywuwemM pUucyHke, W Ha naHenn onoBelleHnd NoABUTCA

3Havok B, [nsa nogkntoveHus k cetn cMm. [Tnaea 3. [NogknoyeHne kK 6ecnpoBOgHON CETU.




TL-WN722N -afjanTtep NoBbILLEHHOW MOLLHO

ples -
CoCToAHHE WPS CeTb Mpounb  MononHuTensHO
Mms ceTu (SSID) Be3onacHocTb Kanan CurHan -

Metwork? B WrA/WPAZ-PSK 9 (2.4G) _,“! =
Netwark 8 wrAWPAZ-PSK 9 (2.4G) ,,ﬂ!
TP-LINK_87CD54 OTCyTCTEYET 1(2.4G) ,ﬂ\“ i
TP-LIMK_123 a WRAMWPAZ-PSK 1({2.4G) ,.lf,': —
TP-LINK_abc OToyTCTEYeT 6 (2.4G) ,hll':
TP-LINK_BT33A6 OTCyTCTRYET 6 (2.4G) ﬂ.ﬂ':

2 4G-iot 8 wra-psK 4 (2.4G) r
TP-LINK_364DB& 8 wraz-PsK 6 (2.4G) ﬁ.ﬂ': i

=
Puc. 2-8
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nmaBa 3 lNoakno4vyeHue K 6ecnpoBogHON CeTH

Mocne ycnewHoro nogkntoyeHns obopygoBaHnst U YCTaHOBKM NpPOrpamMmmMHOro obecnevyeHus Ha
BalleM KOMMbIOTEPE MOXHO ObICTPO MOAKIMIOYMTLCA K OEecnpoBOOHOM CEeTU OOHUM U3
cnegyoLmx cnocobos.

» Cnocob nepB.blii:

MoaknioyeHMe ¢ NOMOLLLIO YTUNMTA HAacTPONKn obecnpoBogHoro coeauHeHns TP-LINK
B kayectBe ynpaBnswwero nporpammHoro obecrneveHuss B TL-WN722N wucnonbsyetcs
Ytunuta HacTponikm obecnpoBogHoro coeanHenns TP-LINK. Ytunuta wmmeetr npoctom
UHTEpdEenCc Ana NOAKMYEHUS K CeTU U u3MeHeHus nbon HacTporkn 6ecnpoBogHOro
aganTepa.

> Cnocob BTOpOIA:

Moaknto4veHue ¢ nomolbio WPS

Mpn nomowm pgaHHOro cnocoba MOXHO MOAKMYMTLCA K Balled CeTU Mpu YCroBWM, 4TO
MapwpyTtusaTop wunm Toyka gdoctyna noggepxmsaetr QSS uwnm WPS  (npumensiemoe
HEKOTOPbIMM APYTMMU U3rOTOBUTENSIMU Ha3BaHe)

> Cnocob TpeTui:

MopakniovyeHme ¢ NOMOLLLIO BHYTPEeHHen yTunuTtbl 6ecnpoBogHon cetn Windows

[na nogkniodeHnst kK 6ecnpoBOgHON CETM MONb30BaTENM MOTYT MCMOMb30BaTh BHYTPEHHIO

ytunuty 6ecnposogHon cetn Windows. Nopagok otaensHbix Agenctammn cM. B [NogknoyeHve ¢
NOMOLLIbKO BHYTPEHHEN YyTuUnnThl 6ecnpoBogHon cetn Windows.

3.1 TMopknoyveHune ¢ NOMOLLIO YTUNMUTA HACTPOUKMN

ob6ecnpoBoagHoro coeauHenmsa TP-LINK

1. Tlocne ycCTaHOBKM Ha 3KpaHe aBTOMATUYEeCKM OToDpasvTca BCMMbiBalLlasi CTpaHuua
HaCTpOIZKVI YTUIAUTDI. Ecrnin BCnnbiBawwaa cTtpaHuua yTunntbl He 0To6pa>KaeTc;|, OTKPbITb

TUNUTY MOXXHO ABOWHbIM Ha)XaTMEM Ha 3HA4OK = Ha paboyem CTone UM Ha 3HauvoK E
y y

Ha naHesnn onoBeLleHn4.




TL-WN722N cnpoBogHO agantep NOBbILLUEHHON MOLLHOC

TP-LINK

The Reliable Chaice

B 2 O & %
CoCToAHHE WPS Cetb Mpounb  MononHuTensHO
Mms ceTu (SSID) Be3onacHocTb Kanan CurHan -
Metwork? B WrA/WPAZ-PSK 9 (2.4G) .-aﬂ! =
Netwark 8 wrAWPAZ-PSK 9 (2.4G) ,,,ﬂ!
TP-LINK_87CD54 OTCyTCTEYET 1(2.4G) n!“! i
TP-LIMK_123 a WRAMWPAZ-PSK 1({2.4G) ﬂlﬂ'! —
TP-LINK_abc OToyTCTEYeT 6 (2.4G) ﬁ.ﬁ':
TP-LINK_BT33A6 OTCyTCTRYET 6 (2.4G) ﬁlﬂ':
2 4G-iot 8 wra-psK 4 (2.4G) r
TP-LINK_364DB& 8 wraz-PsK 6 (2.4G) ,'.p,': i
=

Puc. 3-1
2. Ha ctpaHuue CeTb oToOpa)kaeTcsa BCe AOCTYMHble B BalleM MecTe 6GecnpoBofHble CeTH.
[na nogknioveHns Kk ceTn cnegyeTt NpocTo BbliAenuTb nms 6ecrnposoagHon cetn (SSID) m
HaxaTb Ha kHonky [MMoakniouuTb. EcCnn ycTaHOBUTL HE3aBMCMMbIN MepeknoyaTens

Mopknio4yaTtbcA aBTOMaTU4YeCKU, TO agantep B Cﬂeﬂy}OLLI,I/IVI pa3 aBToOMaTU4eCKn

noaknunTcs k Tpebyemoi cetu.

TP-LINK

The Reliable Choice

P4 = (A = 23 -
== - L. =
CocToaHe WPS Cetb Mpodunb  [ononHUTENBHO Soft AP
WMm=A ceT (SSID) Be30nacHoCTh KaHan CwrHan «
Network1 8 weA/WRAZ-PSK 9 (2.4G) M S
MogKnioyaTecA aETOMATI MomKMO4UTE
Metwork2 8 weawpaz-PsK 9 (2.4G) M
. 1
TP-LINK_123 8 wra-PsK 4 (2.46) A
TP-LINK_abc 8 wea/wrA2-PSK 1(2.46) |
]
TR-LINK_BT733A86 OToyTCTEYeT 6 (2.4G) ,RIHJ
: 1
2.4G-iot OTcyTCTRyYeT 6 (2.4G) Al
1
TP-LINK_364DB4 OTCyTCTEYET 1(2.4G) I.M'.J L
¢ d
Puc. 3-2

3. B npouecce Bbibopa GecnpoBoAHbIX CeTel C pasHbIMKM TUMNaMu 3aluUTbl AaHHbIX OyayT
OTKPbIBATbCA pasHbIe OKHa.

1) bBecnpoBogHas cetb Tna WPA/WPA2-PSK
Ecnn BbiGpaHa 6ecnpoBogHass ceTb € Tunom 3awmntbl AadHHbix WPA/WPA2-PSK,
notpebyeTca BBECTU Naposnb B Morfe Ans 3aWMTHOro Kroua, Kak nokasaHo Ha Puc. 3-3.
Wnu xe moxHO HaxaTb Ha kHornky WPS/QSS Ha Bawem MapuipyTtnsatope (ecnu nmeercs

10
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dpyHKkuma WPS/QSS) ana ObicTpon yCTaHOBKM coeauHeHus 6e3 HeobxogMMocTy BBOAa
3alUMTHOrO KntoYa (napons).

BeeguTe naponk:

napnﬂb: EREHARALEE

[ Nokazate cumecnsl

Bbl TEKHE MOMETE NOAKIHIYUTLCA,
(\ HEAE KHOMKY Ha
\ MapLIpYTHIATOpE.

Puc. 3-3
& NMpumeyaHue:
3almMTHBIN KoY (MPOMb) YKasaH Ha CTpaHuLe HacTporiku Bawero MapLupyTtusaTtopa nnu Todku
aocTtyna.
2) becnposogHas ceTb OTCyTCTBYET
B cnyyae Bbibopa 6ecnpoBoaHon cet Tuna OTcyTCTBYeT (3almTa aHHbIX HE YCTaHOBIEHA),
K AaHHOM CETN MOXHO NOAKIHYaTLCS HanpsiMyto 6e3 aanbHeNLEen HaCTPOKN.

4. TopoxauTe HECKONBbKO MUHYT ANSA BbINOMHEHWUS MNOAKIIOYEHNS.

NogkniodeHue K Networkl...

Puc. 3-4
5. TlogknioyeHne K Ballel CeTu YCMeLHO BbIMONHeHo. [ns Havana paboTbl B VIHTepHeTe

HaXMUTE Ha KHOMKY 3aKpI:ITb.

11



R \yo2]VI 150 Mbps 6ecnpoBogHom -afjanTtep NoBbILLIEHHOW MOLLHOCTH

Moaknoded k Networkl

Puc. 3-5
6. [Ons npocmoTpa 6Gonee noapobHon MHopMaLUn 0 ceTu, K KOTOPOW B TEKYLUUA MOMEHT
BbINMOSIHEHO NOAKIMYEHME, HAXMNTE Ha KHOMNKY CocTosiHMe B pasfene C MHCTPYMEHTamu,
W Ha cTpaHuue oTobpasnTca Takad uMHOpMauus, Kak, Hampumep, , TUN CeTu, KayecTBo

COeANHEHNA N PEXNM 6eCI'IpOBO,EI,HOI7I CBA3N.

TP-LINK

The Reliable Choice

! e @ = 23}
= _— L - =
CocTosHe WPS CeTb Mpoune  MononHuTensHo

WA npoduna: MNetwork1

WA cetn (SSID): MNetwork1

Tun cetn: KMWEHT-CEpBER CropocTs: 150Mbps

Kanan: 9(2.4G) ngpoeaHue: AES

AP MAC: 94-0C-6D-2F-3C-BE Pasxamn: G02.11n

IP agpec: 192 168.0.113

Cuna curHana: — 100% OTnUYHER

I d

Puc. 3-6

3.2 MoaknroyeHue c nomouwbo WPS

®yHkumna WPS (Wi-Fi Protected Setup, ctaHgapT 6e3onacHon HacTponku 6ecnpoBoHON ceTn)

nospongaeTt 6bICTpO nob6aBnTb HOBOE 66CI'IpOBOD,HO€ YCTPOMCTBO B UMEIOLLYHOCS CETb.

Ecnn 6ecnpoBogHon maplupyTtmusatop nogaepxueaeTr ctaHgapt QSS wnu Wi-Fi Protected
Setup (WPS, ctangapt ©e3onacHOM HacTpoWiku GecnpoBOAHOM CETM), MOXHO YCTaHOBWUTb
GecnpoBoaHOE NoAKMYeHne mexay 6ecnpoBoOgHON CETEBOM KapTom M MapLLPyTU3aTOPOM Mpu

noMmown metoga HacTponka HaxatMem kHornku unm PIN. B nocnegywowmx pasgenax

12
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nepeuuncneHsl Tpyn cnocodba WPS noakntoveHus. Tpetun cnocob nogaepxmeaetcsa Tonbko OC
Windows XP n Windows Vista, n He nogaepxmaeTtca OC Windows 7.
3.2.1 MeTtop HacTtponka HakaTuemM KHOMKKU

1. Haxumante Ha kHonky WPS B TeyeHue 2~3 ceKkyHA Ha 3agHeln naHenu maplipytusaTopa.

B kauecTtBe npumepa npusegeH mapipytusatop TL-WR743ND.

2. Haxmute kHonky WPS Ha agantepe. EcTb ABa cnocoba:

» Cnocob nepBsblii:
Haxmute n yaoepxuBante Haxatom kHornky WPS HenocpegctBeHHO Ha aganTtepe B
TeyeHue 2~3 ceKkyHA ao nosenexHus Puc. 3-7.

Puc. 3-7

» Cnocob BTOpOWA:
OTtkponte YTnurta HacTpomnku obecnpoBogHoro coeamHeHunsi TP-LINK n HaxxmuTe Ha
Bkrnagky WPS. BbibepuTe HaxkaTb KHONKY Ha MOeW TouYKe gocTyna/maplupyTtusartope, a

3aTeM HaXMuNTe Ha KHOMKY MoaknounTtb.

13
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TP-LINK

The Reliable Choice

WPS CeTb Mpodune  NononHuTensHO

m HanHoe NRHNOHEHAE NOMOKET BEalM BBINONHATE HaCTpDF‘IKY EBCI'IFIDBD,D,HDFI
CETH.

Brifepute cnocof NOAKNKYEHKA K CETH

(&) HaskaTb kHOMKY Ha Moel Touke A0cTyna/MaplIpyTH3aTope.
( Beectn PIN moeit Toukn LocTyna/maplupyTHzaTopa.

(C Beectn PIN yoTpohcTea Ha MOBR ToUKe BOCTYNa/MapLpyTHaaTORE,

MoAKNIoUUTE

Puc. 3-8
3. ApanTtep BbINONHWUT NogkntoyeHne Kk Tpebyemon cetu.

Hactpoiika BecnpoBogHOl ceTh.

Monck gocTynHOM CeTH. .

Puc. 3-9
4. OTobpaxeHne cnenyroLLero okHa rosoput 06 yCneLHOM NOAKIMIOYEHNN K CETH.

Hactpoika GecnpoBogHON CaTH.

Moaknioyerue k cetw no YWRPS yenewHo
BbINONHEHD!

Pwuc. 3-10

14



iR \yo2]YI 150 Mbps 6ecnposogHon USB-agantep NnoBbILLEHHOW MOLLHOCTH

3.2.2 Metog PIN

Hactpoute WPS npu nomowun metoga PIN MoxHO AByMsi cnocobamu:
1) Bsectn PIN-kog ¢ noMoLbo Ballen TOYKM JOCTyna.

2) Baectu PIN-kog B Bally TouKy goctyna.

@:I'Ipumeqal-me: [aHHbin cnocob nopgaepxuaetca Tonbko OC Windows XP n Windows

Vista, n He nogaepxmnBaetca OC Windows 7.
Hwuxxe npmBogaTcs nogpobHble Npoueaypbl HACTPOMKN AN KaXgoro na crnocobos.

3.2.2.1. BBectu PIN c nomolubio Bawen To4KM gocTtyna

1.  Otkpownite YTUnuTa HacTponkn o6ecnposogHoro coeguHeHnsa TP-LINK 1 HaxmuTe Ha
Bknagky WPS. Beibepute BBeaute PIN moen Touku pgoctyna/maplupyrtusatopa. B
nyctoe Mecto psgom ¢ PIN BBeguTe CMMBOMbI C HaKMeWkM Ha HWKHEN 4actu
MapLipytusatopa (Hanpumep, 13492564). B cnyyae cosgaHua HoBoro PIN-koga ans
Balero MapLlipyTusaTtopa, BBOAMTE OaHHbIA HOBbIN koA. [ns NpoAoImKEeHMs HaXMnUTe Ha

kHomMky MoaKnoYnThb.

TP-LINK

The Reliable Choice

Bl Y

= % b
CoCToRHHE WPS Cetb Mpogune  ononHuTensHo

,D,EIHHDE MREUNOAEHNE NOMOHET BAM BRINONHWTE HﬂCTpDﬁK}' EECI'IpDEID,'J,HDF]
‘i ; lxlm CEeTH

BriGepute cnocol nogkniaueHna K ceTn

) Haskate kHOMKY Ha MOeil ToUKe 40CTyna/MaplpyTHaatope

@ Beecti PIN moei Toukn gocTyna/maplupytnaaropa

PIN: | 13492564

(2 Beecti PIN ycTpoiicTea HA MOeil TOUKe 4OCTyNa/MapLpyTHIaTope

MoakniounTs

Puc. 3-11
2. ApganTep BbIMOMHUT NOAKINIOYEHUE K Tpebyemon ceTu.

15
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Hactpoiika GecnpoeogHoil ceth.

(Wes)

Monck gocTynHom ceTk.._.

SENEEEEEEEE.
Terywui PIMN:-13492564

Puc. 3-12
3. [llocne otobpaxenna Puc. 3-10 BbINONHEHNE MOAKMIOYEHUS K CETU YCMNELIHO 3aBEPLLEHO.

3.2.2.2. Beectu PIN B Bawly TouKky goctyna

@npumeqauue: [aHHbin cnocob nopgaepxunaetca Tonbko OC Windows XP n Windows

Vista, n He nogaepxmnBaetca OC Windows 7.

1. Ortkpownte YTunuta Hactponku obecnposogHoro coeauHeHust TP-LINK n Haxmute Ha
Bknagky WPS. Boibepute BBegute PIN ycTponcTtBa Ha Moenm  TOUKe
poctyna/maplipyTtusatope. BbibepuTe BTOpOM BapuaHT W yBUAWTE MNPOM3BOSILHO
reHepupoBaHHbin  PIN-kog apgantepa. [Ona npoOosmKeHWs HaXMUTE Ha  KHOMKY

MopknounTb.

TP-LINK

The Reliable Chaice

= @ @ = £
- - Tl —
CocTosHHe WPS Celb Mpodunb  MononHuTensHo

CeaTH.

m Ei JanHoe NPUNOAEHNE NOMOXET BaM BEINONHWTE HECTpDﬁK},’ 59CI’IpDEID,.'J,HDﬁ

BriGepuTe cnocol nogknaueHna K ceTi:

() Hakate kHOMKY Ha MOBi TOUKE 40CTyna/MaplpyTHaatops.

) Beectn PIN moeit Toukn goctyna/maplipyTnaaropa.

@ Beecti PIN ycTpoiicTEa Ha MOeil TOUKe 4OCTYNa/MapLIPYTHIATORE.

PIN: | 43990757 )

MoagKniounTs

Puc. 3-13
2.  Ortkpowte Beb-yTunuty Web-based Utility Bawero mapLupyTtnsatopa n HOXXMUTE Ha CCbIMNKY

B ITEBOW YaCTW rMaBHOIO MeHH0. locne Yero HaxXMmTe Ha KHoMKy [lo6aBUTb YCTPOMUCTBO U

16
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oTobpasuTca crnegyowmn pucyHok. Beegute PIN-kog agantepa B nyctoe none psgom ¢

PIN, a 3atem HaxmuTe Ha kHonky Moakn4nTbes.

Oo6aBnTk YCTPOACTBO

(%) BEECTM NapoNk HOBOMD YCTPOACTES.
FlM-koa: | 43990757

() HaxaTb KHOMKY HA HOBOM YCTROACTEE B TEYEHME 2-X MUHYT.

[Hazag | Nogkniouuteca |

Puc. 3-14
MNocne oTobpaxeHuss Ha akpaHe cooblueHuns MoaknoyeHo ycnewHo Hactpoiika WPS
CUMTaeTCs 3aBepLUEHHON. Mnn ke MOXHO OTKPbITb CTPaHuLy YTURUTLI agantepa YTobbl

y3HaTb, YCMELLHO N1 BbINOSIHEHO MOAKIOYEHNE, Kak nokaszaHo Ha Puc. 3-16.

[o6aBnTe YCTPONCTEO

@ BBECTM NAP0ONL HOBOMD YETROACTES.

PIN-KOA: | 43090757
) HawaTe KHONKY HA HOBOM YCTROMCTEE B TEYEHHE 2-K MMHYT.

MopkniwoveHo yenewHo!

[ Hasan || Nopknioumtbca

Pwuc. 3-15

Hactpoiika BecnpoeogHoi ceTh.

Moaknoyerne k cetw no YWPS yenewHo
BeINOMHEHD!

Pwuc. 3-16

17
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3.3 TMopgknto4vyeHue ¢ NOMOLbIO BHYTPEHHEN YTUITUTDI
6ecnpoBoagHon cetn Windows

3.3.1 Ona Windows 7

MonbsoBatenu Windows 7 MOryT WCMNONb30BaTb BHYTPEHHIOW YTUMUTY HaCTPOWKU

OecnpoBoaHON CeTW. BbinonHUTe NpuBeaAeHHbIE HXKE OENCTBUS.

1.

HaxmuTe neBon KHOMKOW MbIIM Ha 3HA4YOoK GecnpoBoAHOro coeauHeHns il Ha naHenu
onoBeLLeHNs (HWXHUMI NpaBbIA yron). YTunuta otobpaxkaeT OOCTYMNHbIE B BalleM MecCTe
BecnpoBogHble ceTn. Beigenute 6ecnpoBogHyto ceTb (oToGpaxeHa npu nomowm SSID)

Ana noaKnt4YeHna N HaXxXMMUTe Ha KHOMKY MopgknroyeHne.

HeT nogenroueHus 3

d:[[l] EcTe gocTynHBIE NogKAHDYEH A

Mogknkdedne no BeCNpOBOOHOR CETK A
TP-LINK_104CE4 ml

TP-LINKE_MNetwork1 _ﬂ!
L= B

7 Moakntodateca aeToma | [Dogenrodedne i
THYECKK

TPLINK_DATA_TRANS M
TP-LINK_CE492 o
TP-LINK_1043C2 :;.!l|
TP-LINK_BF5102 o

Puc. 3-17
Ecnu B cetn, K KOTOpOI;I HeoOX0AMMO MOAKMIOYUTLCS, BKMOYEHA (byHKLI,I/IFI 3allnTbl JaHHbIX,

BBEOMTE 3alUTHBIN KMNHOY UMW  NaponbHyl pa3y 4YTO 3anucaHa Ha Ballem
MapLpyTtusatope. nu xe Haxmute Ha kHonky WPS/QSS (y gpyrux nsrotosurtenen oHa
MOXeT HasbiBaTbcst WPS) Ha kopnyce MapLupyTu3aTtopa unm Todku goctyna (notpebyetcs
HaXkaTb Ha KHOMKY B OKHEe, ecnu nopaepxuBaeTtca dyHkuma QSS, kak nokasaHo Ha
pucyHke Huxe). Ecnu B ceTu, K KOTOpon HEOOXOAMMO NOAKMOYNTLCS, (DYHKUNS 3aLUUThI HE

BKIO4eHa, 1O NnoaKkrito4eHmne 6yp,eT BbINONIHEHO 6€3 BBOAA KITHOYa.
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L‘i:_Fl nD,ﬂ,ILﬂID‘-IEHHE K CETH

BeeawTe Knrou fe30NacHOCTHM CETH

Kntou BesonacHoc
T

CKFIbITb CHMEOAbI

Puc. 3-18

3. [lloakntoyeHune K Ballen ceTn yCneLwHO BbIMOJIHEHO.

Tekywre NogKNHHEHNS: +s

=2 TP-LINK_Networkl
¥ Ooctyn k MHTepHeTy

Mogknidedde no BecnpoEofHOR CETH A

TP-LINK_104CE4 i~

TP-LIME_Metworkl  MMoakxmoueno 1'1“

TPLINK_DATA_TRANS "
TP-LINK_CE4925 AL
TP-LINK_1043C2 AL
TP-LINK_BF5102 o

LLEHTF YNpaeneHWA CETAMK W CE-LLI,HM A0CTYNOM

Puc. 3-19

3.3.2 Onsa Windows Vista

Monb3oBaTtenun Windows Vista Moryt wucnonb3oBaTb BHYTPEHHIOK YTUNTY HACTPOWMKM

BGecnpoBoaHON ceTh. BbinonHuTe NpuBeaeHHbIE HXKE OENCTBUS.
1. OTkpowTe yTUNUTYy HacTpPonkM GECNPOBOOHOM CETU HaXaTUEM MPAaBON KHOMKOW MbILUN Ha

3Ha4oK 6eCI'IDOBO,D,HOFO OOCTyna B NnaHesnn onoselieHnA, Kak noka3aHo Ha pUCYHKE HUXe.

Buibepute MoaknounTbLCA K CeTH.
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He nogknroyeH

" JecTynHel BecnpoBogHeie
o= CETH.

rlC,.'.'l,F'."IPC‘-HdTI:EH K CETH
I Ll,EHTrJ YNpasneHWAa CETAMK K CELLI,HT'.I AOCTYNOM

EN <BIBW &4 g0

Puc. 3-20
2. Ytunuta otobpaxaeT AOCTyMHble B BalweM MecTe OecnpoBogHble ceTu. Bbigenute

6€CI'IpOBO,D,HyIO CeTb AnA NOAKNKYEeHUA N HaXXKMUTE Ha KHOMKY MoaknounTb.

‘ | (S |-

-
\\9 @ [NoaknHoYMTECA K CETH

BuibepuTe ceTb AnA NOAKNHOUEHNA

OroBpaxate IBce -
-
Ll BesbimAHHARA CETE CeTb ¢ BKAHOYEHHOA BesonacHocTe ﬂjﬂ
= Ll
[ W TP-LINK_Metwork CeTb ¢ BKNMOYEHHDH BEsonacHoCTEI0 ﬂﬂ
- L
L i "
& Rainbow CeTb ¢ BRAHOUEHHON BesonacHocTe ﬂjﬂ
= -

YCT3HOBKA NOAKNKIYEHNA MW CETH
OTKpBITE LEHTD YNP3BNEHNA CETAMM 1 0BLLMM A0CTYNOM

MeakniouuTeca Otmena

ﬂ

Puc. 3-21
3. Ecnu B ceTu, kK KOTOPOI HeO0BX0aANMO NOAKMHOUYNTLCS, BKIHOYEHA (PYHKLUMSA 3aLMUTbI AAHHbIX,
BBEAMTE 3alUMTHbIA KMHOY WMNM  naposibHyld pady 4YTO 3anvMcaHa Ha Ballem
MappyTusaTope. Ecnn B ceTn, kK KOTOpOi HE06X0AMMO NOAKMIOYNTLCS, (DYHKUMS 3aLLUTbI

He BKIOYeHa, To noaknoyeHne GyaeT BbinonHeHo 6e3 BBoaa krova.
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@ @ HOAKJ'HOHMTbCH K CETH
e ce—

BeeanTe katou BesonacHoCTM MAK NaponbHyto $pasy ceth ana TP-LINK_Network

MonyunTs kntoy GesoNacHOCTH MW NAPOABHYH GPasy MOXKHO Y TOTO, KTO CO343N 3Ty CETh.

Kntou GesonacHocTi ceTh nan naponsHas gpasa:

|| OtoBpaxars eroguMEIE SHaKKM

‘,x@ Ecnuy Bac ects fn3ui-nakonurens USB ¢ napametpamu cetn ana TP- |
LIMK_Metwork, BcTaeeTe ero.

Mogknouuts l[ Crmena

Puc. 3-22
4. TlogknioveHue K Ballen CeTh YCneLwwHO BbIMNOMHEHO.

s ——
@ Li? MNoAKNHYWTECA K C

YcnewHoe noakntouenue K "TP-LINK_Network”

CoxpaHWTe NapameTpel 3Toil ceTu

3anyckaTk 3T0 NOAKMOHEHWNE BBTOMATUYECKK

Puc. 3-23

3.3.3 Ona Windows XP

Monb3oBatenun Windows XP MOryT wuCnNonb3oBaTb BHYTPEHHIOW YTUMWTY HACTPOMKU
GecnpoBoaHON ceTu. BbinonHUTe NpuBeAeHHbIE HUXKE OENCTBUS.
1. Haxmute nNpaBON KHOMKOW MbIWWM HA 3HAYOK YTUMWUTbI B NaHenu ONOBELLUEHUS (HUXHUIA

neBbin yron). Boibepute MNMepenTtn K MacTepy HacTpourku 6ecnpoBoi cetn Windows.
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OTKPRITE

Mepenada BN

MepeiTH K MacTepy HACTOOREW GecnpoBodHOM ceT Yiindows

O nparpamme

Brixog

e D

Puc. 3-24
Wnn geaxgbl HAXXMUTE Ha 3HAYOK YTUNUTLI ANSA OTKPbITUSI CTPaHWLbl HACTPONKN. Haxmnte
JononHuTenbHO B pasfdene WHCTPYMEHTOB M BbibepuTe WUcnonb3oBaTb MacTepy

HacTporku O6ecnpoBon cetu Windows Ha npuBEOEHHOM HWXe puUcyHke. [Ons

npoaomkeHusa Haxmute kHonky OK nocne nosisnexHus Puc. 3-26.

TP-LINK

The Reliable Chaice

L)
:* v
WPS Celb Mpodunb  MononHuTensHo

H
&
]
i,

BibifipaTe MHCTRYMEHT HACTRORKK BecnpoBogHOR CETH

(&) Menone30BaTh YTHIMTY HACTRORKEW GecnpoBoaHoro coeguHeHna TR-LINK
(O Menonk20eaTe MACTER HACTRORKW BECnpoRagHOM ceT Yindows
Mepekniyerre BecNpoBOgHOrD CETEEOTD 30 aNTERE

Bribepute becnpoBogHoi ceTeBoR afantep | wireless MN_USB_Adapter w

Pestm SoftsP

Brn Brikn

Pescum COXPEHEHWA IHEOIHH

& Bkn () Beikn

Puc. 3-25

ICNONE20ESTE MACTED HACTROMKM

DEeCnpoE0HON CaTk Windows?

Puc. 3-26
HaxmuTe npaBoM KHOMKOW MbIM Ha 3HA4YoK 6ecnpoBOAHOrO MOAKMHOYEHUS B MaHenu

onoseLleHns (HWXKHUA neBbin yron). Beibepute MpocnoTp AOCTYNHLIX 6€CnpoBOAHbIX
ceTn.
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MzMEHMTE NapaMeTpel DpaHAMayapa Windows
OTERRITE Nanky "CeTeBkle NOAKAHKMYEHHA"

McApaEnTE

MNpOCHOTP ADCTYNHBIX BECNPOBOAHBIX CETEH

Puc. 3-27
3. YTtunuta otobpaxaeT OOCTyrnHble B BaweM mecTe 6ecnpoBogHble ceTu. Boibepute ceTb

(oTobpaxeHa kak SSID) n HaxxmMnTe Ha KHoMKy MoAKNYUTD.

(51 TMogkmodenue no GecnpoBogHOR

Ceresbie 3agaun BbibepuvTe BecnpoBoaHyo ceTh

E OBHOBHTE EMHCOK CETH LLLENKHHTE N0 MYHKTY B MPHESAEHHON HHKE CHCKS, YTOBE! NOAKNKYHTECA K

GECNPOE0AHOH CETH B PAANYCE ASHACTEMA AW NONYYMTE ACNOMHMTENLHEIE CEEAEHHA,

A
<2 ¥cTaHoenTE BecpoBoAHy

iy TP-LINK_663D6C . =1

POACTBEHHEIE 334844

;l‘) MoapofHes o BECHPOB0AHE!
CeTHX

ﬁ H3HEHHTE NOpAACK
MPEANOYTEHNA CETER

TP-LINK_018858

(@)
'9;15‘ M3MEHHTE AONANHHTENEHEIE ﬁ

NapamMeTpil
(T)
HefiezonacHan GecnpososHan ceTe l!nu[l

«ﬁ:)
TP-LINK_123456

(‘ﬁ” &

"t BesonacHaA BecnpoBoAHaR CETE l![l[l[l
TP-LINK_334455

HefiezonacHan GecnposoiHaA CeTe l!!l[l
TP-LINK_BF5104

Puc. 3-28
4. Ecnwu B ceTu ncnonb3yeTtcs 3awmta, To notpebyeTcsi BBECTU KIOY, KaK NMokasaHo Hmxke. B

NPOTMBHOM Clly4ae NoAKIIto4YeHNe K CeTun 6y,u,eT BbINONHEHO 6e3 BBOAA Krto4a.

EECHPUHD,CI,HDE CETE RDE NODAKAHYEe HHe |
AnA NogknHYeHkA K ceT "TP-LINK_GE306C" TpefveToR KNHIY CETH [Takwe
HasbIEETCA KOHOHOM WEP HnK WPA), CeTeBRIE KAHIYH NOMOraT NpeloTERaTHTE
HECAHKUMOHKMPOESHHOE NOAKNFIHEHHE K CETH,

BEEAMTE KNHY M HEXMHTE KHOMEY "Tlogenmoynte”,

KNy ceTH: | TTITYTT) |
MoATEEp® AEHHE KNHIYa: | ssnnnees |
[HD,EI.KHHJ‘-IHTI: l [ OTHMEHA ]

Puc. 3-29
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maBa4 YnpaBneHue

B paHHOM pasgene onucbiBaeTcs nopsadok Hactpoviku agantepa TL-WN722N npu nomoLim
YTunuTta HacTpolikun obecnpoBogHoro coegmHeHust TP-LINK.

B kayectBe ynpaBnswowero nporpamMmmHoro obecneyeHns B agantepe TL-WN722N
ucnonb3dyetcs YTunurta HacTponkm obecnpoBogHoro coeaumHeHuss TP-LINK. YTtunuta
nMeeT npocTon WuHTepdpenc Ons m3mMeHeHus nobon HacTporkum agantepa. [na 3anycka

YyTUnNnTbl cnegyet ABaXObl Ha)XaTb Ha 3HA4YO0K “ Ha pa6oqu cTone.

4.1 Tpodunb

becnpoBogHble cetn goma, Ha paboTe wmnu B Kade Moryt oTtnmyatbesa. bnarogaps
ynpasneHuo npodmneM MOXHO J1I€rkO COXpPaHATb U ynpaBlATb pa3HbIMKA UCMNOJSIb3yeMbIMU

CeTsiMU, 4YTo M30aBUT OT HEOBXOANMOCTH NOBTOPHO BBOOUTb HaCTpOIZKI/I B 6y,u,yu.|,eM. Haxmunte

Ha Mpodmnb B pasgene MHCTPYMEHTOB M OTKPOETCS Crieaytollas cTpaHuua.

TP-UINK —

The Reliable Chaice

= P b4 v .-
CocTosHue WPS CeTb Mpodvne  [ononHuTENbHO
Mma npoguna SSID Tun cetn BesonacHocTe MogknkyeH
Puc. 4-1

4.1.1 Oo6aButb npocpunb

UTtobbl Ao6aBnTb Npodunb HaXMUTe Ha KHOMKy Jlo6aBUTb B HWXKHEW YacTu akpaHa. lNocne

yero oTobpasnTcst OKHO HACTPOMKMN.
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WA npotuna Home
33D TP-LINK_Metwaork

Tun cetn @ KNWEHT-CEPEEP

Tun aauyure) |WPA-PSKIWPAZ-PSK

Wndporarie | TKIP/AES

Mapons ST [ Nekazats cumecns

MogknioyaTecA 3ETOMATHYECKN.

Puc. 4-2

Ha akpaHe oTobGpakatoTcs CrieaytoLime rieMeHTbl:

>

Uma npodwmnsa: seeante uma ang sawero npodpmnga (Hanpumep, dom, Odmc, Kade).
Henb3s ucnonb3oBaTtb OAMHAKOBbIE UMEHA. Takke MMSA He OOIMKHO coaepaTb npodenbl
Mexay crioBamu.

SSID: BbibepuTe Tpebyemyto ceTb 13 BbiNagaroLLero cnucka.

Tun ceTtu: Bbibepute TN cetu. Ecnu BbINOMHAETCA nogkntoyeHne K 6ecrnpoBOAHOMY
MapLUpyTU3aTopy MNuM Touke OOCTyna, BblibepuTe KnueHT-cepBep. Ecnu BbiNonHseTcs
noaknyeHne K apyromy ©OecnpoBOAHOMY KIMEHTY, Hanpumep, agantepy, Bbibepute
ad-hoc.

Tun 3awmTbl: BbibepuTe TUN 3aWMTbl AaHHbIX U3 cnucka. [OCTyMHbl TpUM BapuaHTa:
WPA-PSK/WPA2-PSK, WEP n OtcyTtcTByeT. Tun 3awiuTbl AaHHbIX B ajantepe U B
©GecnpoBogHOM MapLUpyTM3aTope MMM TOYKe AO0CTYNa AOMXKHblI COBMadaTb, B MPOTUBHOM
cny4yae noakmnyeHve He ByaeT yCrneLwHo BbIMOMHEHO.

WPA-PSK/WPA2-PSK: ncnonb3ayeTca naponbHas ¢pasa vnu Ky ansa astopusauunm
BGecnpoBogHOro coeamHeHus. Knoyv gormkeH TOYHO coBnagaTth C KMO4YOM, BBEAEHHBLIM B
BaLl 6ecnpoBOAHON MapLUpyTU3aTop Unn Touky gocTtyna. None: 3awmTa He ncnonb3yeTcs.
lMepen Hayanom HacTpoviku Bawero 6GecnpoBogHOro ajantepa pekoMeHayeTcs B
SecnpoBogHOM MapLUpyTU3aTope unu Touke goctyna sknountb WPA-PSK/WPA2-PSK.
wucpoBaHue: M3 BbiNagaloLLero MeHo Bblbepute TUM WKUEPOBAHUSA, COBMALAOLWMNA C
YCTaHOBMNEHHbLIM B BaLLEM MapLUpyTU3aTope Unu Touke AoCTyna.

Maponb: Beeaute naponbHytd pasy TOYHO Tak, Kak OHa YykKasaHa B Ballem
SecnpoBogHOM MapLupyTM3aTope WM TOYKe goctyna. [Ana oTobpaxeHus naporibHON
dpasbl yCTaHOBUTE He3aBMCMMBIN nepekniovatens [loka3aTtb cumBonbl. CHumute
nepeknioYaTens Ans CKPbITUS CUMBOJIOB.

MopgknoyaTbCA aBTOMATUYeCKU: TMOCfle  YCTAHOBKM  [OAHHOMO  He3aBUCKMMOTO
nepeknovaTensa agantep B cneayoLLmii pa3 aBTOMaTU4eCKN NOAKITHYNTCS K AaHHOW CeTu.

COXpaHVITb: Ons COXpaHEeHnA HaCcTpoeK HaXXMNTe Ha KHOMKY COXpaHMTb.
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Mocne BbINOMHEHMA BbILLENPUBEAEHHbLIX HACTPOEK CTpaHuua Npoduna AOSKHa BbIMAOETh
NMPUMEPHO Kak Ha criefdylolem pucyHke. [na noaknioyeHuss K TpeGyemoi ceTu npocTo
BbIAENUTE CeTb, K KOTOPOW CreayeT MOAKMIYUTLCS, U HaXMWUTE Ha kHonky MoakmounTb B

HWXXHEWN YacTu 3KpaHa.

The Reliable Choice
2 =
= - L —_—
CoCcTosHHe WPS Celb Mpodoun [IONCNHMTENLHD

A npoduna 55D Tun cetn BeaonacHocTs Mogknkden
Office TP-LINK_BF134C knneHtT-cepeep  WRANPAZ Het

Coffee Shop TP-LINK_CB3AB2 knueHT-cepeep  OTCyTCTRYET Het

| NobaBnTh | | N3ameHuTb | | YAanuTL | | TogKn4UTL
[
Puc. 4-4

4.1.2 N3meHuUTb Nnpochunb

M3MeHUTb uMerLMica Npodub MOXHO HaxaTuem Ha KkHorky M3MeHUTb Ha cTpaHuue
npocunb. Hanpumep, Bbl XOTUTE U3MEHUTbL UMs Npoduns ¢ Home Ha Home1, nnu Bel xoTuTe
ykasatb apyron SSID ansa npocuna Home. Nocne BHeceHUs BCEX U3MEHEHWU HaXMUTe Ha

KHOMKY COXpaHVITb Anst Toro, YtoObl OHK BCTynunun B cuny.

Mma npoduna: Home
S3ID: TP-LIMNK_Metwork

Tun cetu: @ KNUEHT-CEpEER

Tun 3aWNTEI ’ OToyTCTRYET

Wugpoeanne: ’[;JTcchTayET

MogkniyaTECA ABTOMATHYECKN.

| CoxpaHuTh || OrtMena

Puc. 4-5
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4.1.3 Ypanutb npodunb

Ons yaaneHuda cyulecTBytoulero I'IpOd)I/IJ'IFI BblaenuntTe ero UMAa n HaXXMmnTe Ha KHOMKY Ypanutb

B HWKHEN YacTu aKpaHa, Unm HaxxmuTe Ha kHonky Delete Ha knaBuaType. MNocne oTobpaxeHns

creayoLLero n3o6paxeHusl Ans NpoAOIMKEHUS HaXXMUTe Ha kHonky OK.

Bel YBEpEHDBIl, 4TO XOTHWTE YOanWTh

EbIBpaHHEIE ceTeeble npadunu?

Puc. 4-6

4.2 [JononHuTenbHble HACTPOUKMU

Ha ctpaHuue [JononHUTEeNbHO MOXHO BbINOSHUTL CReayoLlme HacTPOMKU:

1)

BbiOpaTb yTMRIMTY HAaCTPOVku 6ECNPOBOAHOrO NOAKMOYEHMS.

30ecb MOXHO BbIOpaTb Kakyl M3 yTUNUT cregyeT UCMonb3oBaTth - YTUNIMTA HAaCTPOMKU
obecnpoBoagHoro coeauHeHus TP-LINK, nnn nporpammy HacTtponku 6ecnpoBOgHOroO
nogkntodeHns Windows. (JaHHaa dyHkumna goctynHa Tonbko ana Windows XP.)
MepeknounTbecs Ha apyron 6ecnpoBOHOM CETEBOW adanTep.

30ecb MOXHO MNEPEeKNioYUTLCA Ha  [ApYron agantep, YCTaHOBMEHHbIM Ha BalleMm
KOMMNbOTEPE. YCMNEWHO MOAKMOYEHHbIE K BalleMy KOMMbKTEpy aganTtepbl OyayT
nepeyncneHbl B BbiNagatoLweM MeHIO (ecnv AaHHble aganTepbl NOAAEPKUBAKOTCA AaHHOW
YTUNUTORN).

Mepekntountbcsa B pexum SoftAP. (QaHHaa dyHkums goctynHa Tonbko ansg OC Windows
7.)

Mocne BkNoYeHNst aganTep cMoXxeT paboTaTb Kak Tovka 4oCcTyna.

M3MeHNTb HAacTpPOKKy pexxmma 3KOHOMUWN SHEPTUN.
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TP-LINK

The Reliable Chaice

;'\
4 I8

WPS Cetb Mpogune  OononHuTensbHo

18

&)

Py
e

BkifpaTe MHCTRYMEHT HacTpofAky BecnpoeodHol CeTH

(&) IcNoNe20BaTE YTUNMTY HACTRORKKM GECNPOBOAHOND COBAMHEHNA TP-LIMNK
() Menone30BaTe MacTep HACTRORKK BEcnpoEogHoR ceTr Yindows
Meperniyerre BecNpoBOgHOND CETEEOTD A4 aNTEpa

Bribepure becnposogHoi ceTeBof afantep | wireless MN_USB_Adapter w

Pestm SoftsP

Brn Brikn

Pestotm COXPEHEHWA IHEPIHH

@ Ben () Brikn

Puc. 4-7

4.3 O nporpamme

Ha akpaHe About (O nporpamme) npuBoauTcs MHOpMaLMa O Bepcun apariBepa U yTUNUTHI
agjantepa. HaxmuTe npaBoW KHOMKOM MbIUM Ha 3HAYOK il B naHenu onoBelyeHwit u

BbIGepuTe O nporpamme 13 cnucka.

OTEpRITE

[Mepegaya ekn
MepeknyUTECA B pexum SoftsP

| O nporpamme |

Brixog

B -l

Puc. 4-8
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¥TUnuTa HacTpoiikn becnpoBoAgHOro coequHEHHA
TP-LINK

Bepcua UL 1.4.7 ru.003

Bepoua WFF: 1.3.1.3

Bepcua gpaieepa: 2.0.0.62

ApTopcroe npaeo (C) 2011 TP-LINK TECHMOLOGIES
C0O., LTD. Bce npaea 2allMLLEHEL.

Puc. 4-9
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R Nyo2]NI 150 Mbps 6ecnposogHon USB-agantep noBbILLEHHOW MOLLHOCTU

masa 5 Pexum AP (Tonbko ana OC Windows 7)

B pexnme Soft AP agantep paboTaet kak Touka goctyna. [JaHHas pyHKUMSA OOCTYMNHA TONbKO
ans OC Windows 7.

NPeanosnioXnMm, 4YTo B BalleM JOME MO pasHbIM MPUYMHAM TOMbKO OAMH KOMMbLIOTEP MMeeT
BbIxo4 B WHTepHeT (Hanpumep, B NPOBOOHOM LLUMPOKOMNOMIOCHOM MapLupyTu3aTtope MMeeTcs
Tonbko oguH nopt WLAN), HO ucnonb3oBatb VIHTEPHET HEOBXOANMO U HA OPYIMX YCTPOMUCTBAX
¢ oyHKUMen BecnpoBogHOro gocTtyna. B Takom crnydyae agantep MOXHO HACTPOUTb Kak TOYKY
poctyna B pexume Soft AP, n Bam He noTpebyeTtcs npuobpeTtate OTAENBHYIO TOYKY AOCTyna
UNn MapLupyTn3aTop.

bnarogaps gaHHOM OYHKUMM KOMMbIOTEP MOXET WCMONb30BaTb OTAENbHbIA (hU3nYeckun
GecnpoBogHON ceTeBOW aganTep Ansi MOAKMIOYEHNsI B KAYECTBE KIMEHTa K annapaTHON Touke
OOCTyna, U OOHOBPEMEHHO BbICTYMaTb B KayecTBe NPOrpaMMHON TOYKM OOCTyMna, no3sBonss
OpYrM ycTporcTBam ¢ oyHKLMen 6ecnpoBogHOro 40CTyna NnoaknoyaTbes K CeTu.

[nsi nepeknioyeHns B 4aHHbIA PEXMM HaXXMUTE NMPaBON KHOMKOW MbILIM HA 3HAYOK YTUMUTHLI B

naHenu onoseLleHun n Boibepute MepeknounTbca B pexum SoftAP.
OTEpLITE

Mepegaya BKN

| [MepeknNYUTECA B pednM SoftAP

2 nporpamme
Brlxog
L2 . —
Puc. 5-1
Wnu Ha cTpaHnue JononHUTENbHO JAaHHOW YyTUINUTbLI YCTaHOBUTE 3aBUCKMMBbIV NepekniovaTtenb

B nonoxeHve Bkn. anga pexuma SoftAP, kak nokasaHo Ha creayowem pucyHke. Haxmnte Ha

OK ans noaTBepXXaeHnst HaCTPOMKN.
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TP-LINK

The Reliable Chaice

@ Icnonk3oBaTe YTUNWTY HACTPONKK Gecnpog)
Cnonb30BaTk MACTER HACTRORKKY GECNpoR(

~ BKNHOUNTE pexim SoftAP?
Mepexnioyenne BecnposogHore ceTesoro aaa

Bribepute GecnpoogHoi ceTeBol aganTep:

Pexam Soft AP oK | | OTmeHa

@ Bkn () Belkn
Pesnm coxpaHeHna 3Hepran

@ Ben () Brlkn

Pwnc. 5-2
Mocrne 4yero B yTUNMTE [JOJMKEH NOsIBUTbCA 3Hadok Soft AP psgom ¢ 3HaukoMm

JdononHutenbHO.

TP-LINK

The Reliable Chaice

_ ey ‘J;‘
L -‘.‘.

H

&

Py
e

WPS CeTb Mpodoun TIONONHUTENLHO Soft AP
Pesum SoftAP: @ Brn ) Beikn
CoBMecTHRIA gocTyn B MHTepHeTt (ICS): [Cunexao de rede sem fio v]
SSID: SoftAP
Tin 2aLnTE: [Wp,qg_psp( vl
Wnihposanne: [AES ']
Maponk: 12345678 [V Nakaaate cumeansl
IF appec: 192 168.137 1

L
Puc. 5-3

> Pexm SoftAP: BbibepuTe AN BKNIOYEHUS UMW BbIKNIOYEHUSA AaHHOW OYHKUNN.

»> CoBmecTHbIn poctyn B WHTepeHT (ICS): ykaxmute nogkniodeHune, kotopoe Oyaet
MCMOMNb30BaTbCs MOAKMIOYEHHBIMU K TOYKe [OCTyna yCTpolcTBamu Ans JocTyna B
MHTepHeT.

> SSID: BBeanTe MmA Ballen NporpaMMHON TOYKM AocTyna (Hanpumep, Jone) Aonsa Tor,
yTOObI Apyrne nonb3oBaTeny Mornm GbiTb YBEPEHbI, YTO OHW BbiOpanu Tpebyemyo TouKy

aoctyna. ima no ymonyanuio (SSID) yctaHoBneHo “tp-link”.
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Twvn 3awmnTbl: B gaHHOM cnydae Tun 3awmTbl AaHHbIX ycTaHoBneH WPA2-PSK, koTophkin
ocHoBaH Ha 802.11i n wncnonb3dyet Advanced Encryption Standard (paclumpeHHbIn
ctaHgapT wudgposaHns) Bmecto TKIP. [daHHbin cTaHgapT 6bin paspabotaH ans
YyNyYLeHNs XxapakTepuctuk awmtbl gaHHbix WEP. WPA2-PSK: ncnonb3yetcs naponbHas
dpasa vnn kN4 ana asTopusaumMm 6ecnpoBOAHOro coeavHenus. B gaHHOM OkHe
BbINOMHATL Kakne-nnbo HacTponku He TpebyeTcs.

wuncppoBaHUA: B AaHHOM Criyqae Tvn wndpoBaHus BblopaH AES.

Maponb: BBEOUTE KoY B none Ans BKMOYEHUS 3aluTbl OaHHbIX Ha Ballen Touke
poctyna. Kntod no ymonvaHuto, 12345678, pekoMeHOyeTcs M3MEHUTb. TOSbKo nocne
BBOJA COOTBETCTBYIOLLEro Krioya Ha APYroM KOMMbloTepe MOXeT OblTb YCTaHOBMEHO
ycneLuHoe NogKItYeHne K Ballen To4YKe 4ocTyna.

IP appec: otobpaxaeTtcs IP agpec Toukn goctyna SoftAP.
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maBa6 Ypanutb nporpammHoe obecne4vyeHune

6.1 Ypanutb nporpammHoe ob6ecne4vyeHue yTunutbl ¢ Bawero MK

1. Ha nanenu 3agay Windows Haxmute Ha kHonky lyck, BbiGepute Bce nporpammbl 2>
TP-LINK, a 3atem Haxmute Ha Ypaanutb — YTunuta HacTpoukKu obecnpoBOOHOro
coeanHeHua TP-LINK.

<# CpegcTee npocMoTpa KPS -
E= Pawcel v ckanupoeanne Windows
21 Uentp cBroenenna Windows

L

Ly

W 360

| Coupons

. DAEMON Tools Lite

| HP

| Microsoft Office

o Microsoft Silverlight

. Snagit® .

J TP-LINK
E! ¥aanute - Wireless M USB Adapter Jpafieep BHOTED

_@ ¥ganute - ¥TuauTa HacTpolikn BecnpoecgHoro coeguiedna TP-LINK
“F YTUANTE HECTPORKK BECNPOBCAHOMT COEAMHE b YMpas

| WinRAR

. ApTosarpyska P B P P

m

o rpe
) OBcayxueEaHne

. CTaHgapTHele

4 Hazag Bbino

Puc. 6-1 Ygpanutb yTunuty
2. CnepyinTe ykasaHuaM MacTtepa YCTaHOBKM ANA yganeHus nporpaMmmHoro obecneveHus ¢
Bawero K.

¥TunuTa HacTpolkn GecnpoeogHore coeguHerna TP-LIMNK - InstallShield Wizard {22

¥A2NWNTE BEIBPEHHOE NPWACHKEHWE W ECE EMC KOMMOHEHTEI?

&=

Puc. 6-2
3. [ocne oTobpaxeHnss NPUBEOEHHOIO HNXE PUCYHKA HaXMUTE KHOMKY 3aBepLUNTDb.
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r

Y¥tuawta HacTpoikn Becnpoeogrore cogguiedna TP-LINK - InstallShield Wizard

Hnaneuue 3aBEepLlEHD

Mporparde-a Inztalls kield wizard zaeepwuna wianeHKe
Yrunura HacTpofik SecnpogooHoro cogguHeHHA TRP-LIME.

< Hazan OTrieHa

Pwuc. 6-3

6.2 YpanuTb nporpammMmHoe obecne4vyeHue gpauBepa ¢ Bawero MK

1. Ha nanenn 3agay Windows Haxmute Ha kHornky Myck, Bbibepute Bce nporpammbl 2>
TP-LINK, a 3atem HaxmuTe Ha Yaanutb — Wireless N USB Adapter gpanBep.

<# CpegcTee npocMoTpa KPS
E= Pawcel v ckanupoeanne Windows
21 Uentp cBroenenna Windows

L
Ly
) 360
| Coupons
J DAEMON Tools Lite
, HP
J Microsoft Office
J Microsoft Silverlight
J Snagit9
TR-LINK

JokymenThl
VzobpaxeHna
Myzkika

Mrpol

K
@. ¥panute - Wireless M USB Adapter Jpaiieep Komnerotep
@ ¥aanute - ¥TuauTa HacTpolikn GecnpoeogHor

“F YTUANTE HECTpokK BEcNpOBCAHOMT COBAMHE Maxent ynpaeneHna
| WinRAR

| ABTozarpyska YcTpofcTEa M NpUHTERE

) Wrpel

| OBcmyknEaHNE Mporpammel No yMonuaHumo

, CTaHgapTHble
Crnpaeka 1 NogjepEa

BeINOAHHTE...

Puc. 6-4 YganuTb apansep
2. BbINonHWTE yKasaHHbIE AEACTBUA U NMporpaMMHoe obecneveHne gparisepa angd agantepa
Oynet yaaneHo us sawwero [K.
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150 Mbps 6ecnposoaHoii USB-aganTtep NoBbILEHHOW MOLLHOCTHU

NMpunoxeHune A: TexHN4YeCKne XxapakTepuCcTuUKu

HopMmanbHbI napameTp

WNHTepdenc NHutepdenc USB 2.0
CraHpapTbl IEEE 802.11n, IEEE 802.11g, IEEE 802.11b

KHonka ©6es3onacHor HacTporku 6ecnpoBogHon ceTn Wi-fi
KHonka

Protected Setup (WPS) (coBmectumocTb ¢ QSS)

OI'IepaLl,VIOHHaﬂ cucrtemMa

Windows XP, Windows Vista, Windows 7

MponyckHasi cnocobHOCTb

150 Mbps (Makcumym)

Ckopoctb  BecnpoBogHomn
nepenayv gaHHbIX

11b: 1/2/5.5/11 MB/c

11g: 6/9/12/18/24/36/48/54 Mb/c
11n: Jo 150 Mbps

Mogaynsaums

11b:CCK,QPSK,BPSK
11g:OFDM
11n: QPSK, BPSK, 16-QAM, 64-QAM

MpoTokon goctyna k cpefe

nepegadv AaHHbIX

CSMA/CA c ACK

3alwmTa gaHHbIX

WEP;WPA-PSK/WPA2-PSK

YacToTta*

24~24835T1Tuy

PaclunpeHue cnekTtpa

PacwvpeHvne cnektpa € MNpUMeHeHVWeM Kkoda NpsIMOW

nocnegosatenbHocTn (DSSS)

BesonacHocTb U nanyyeHuna

FCC, CE

YcnoBus okpyxarowen cpeabl U pusnyeckue napameTpbl

TemnepaTtypa

paTyp 0'C~40°C (32F~104T)
akcnnyatauum
TemnepaTtypa

paTyp -40°C~70°C(-40°"~158°T")
XpaHeHus
BraxHocTb npu

OTHocuTenbHas BnaxHoctb 10% ~ 90% 6e3 koHaeHcaumm
aKkcnnyaTtaumu
BnaxHocTb npu
P OTHocuTenbHas BnaxHoctb 5% ~ 90% 0e3 KoHaeHcaumm

XpaHeHnn

* B CLUA paspelueHo ucnosnb3oBaHune Tonbko 2.412 My~2.462 U, 4To 3HaUNT aMepuKaHCKne nornb3oBaTenu

MOTyT UCMOMb30BaTh TOMbKO kaHanbl 1~11.
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NMpunoxeHue B: Nnoccapun

»

802.11b -Ctangapt 802. 11b onpegenseTt noaknoyeHne GecnpoBOAHOIO NPoAyKTa K CeTu
Ha ckopoctn 11 Mbpsek € MCNOMNb30BaHMEM TEXHOMOIMWM pacLUMPEHNs] CnekTpa ¢
npuMeHeHneM koga npsimon nocnegosatenbHocTn (DSSS) 1 paboTon B HENULEH3MPYEMOM
AnanasoHe paguovactot 2.4 My n WEP-wndpoBaHnem ansa obecneyeHns 6e3onacHoCTu
nanHbix. CeTtn 802.11b Takke HasbiBatoTca kak Wi-Fi-ceTn.

802.11g - cneundukauma ons NnogknoyeHns k 6ecnpoBOLHON ceTn Ha ckopocTh 54 Mbpsek
C WCMOMNb30BaHNEM TEXHOMOMMU paclUMPEHUsT CNeKkTpa C NPUMEHEeHMeM Koaa npsiIMoW
nocnegosatensHoctn (DSSS), mogynsuum OFDM, paboton B HENUUEH3MPYEMOM
ananasoHe papguodactoT 2.4 [Ty n obpaTHOM COBMECTUMOCTbIO C ycTporcTBamun IEEE
802.11b, a Takke WEP-wmndpoBaHnem ans obecnedeHns 6e30nacHOCTU AaHHbIX.

802.11n - ctangapt 802.11n ocHoBaH Ha npefbiayiem ctaHgapte 802.11 ¢ gobasneHnem
TexHornornm MIMO (MHorokaHanbHbIV BXOA 1 MHOTFOKaHanbHbIN Bbixod). B texHonornn MIMO
NCMOMb3YITCHA HECKOSbKO aHTEHH nepefaTyyMKoB U NPUEMHUKOB ANS YBENMYEeHUA Nosiochl
NponyckaHns AaHHbIX NPW MOMOLUM NPOCTPAHCTBEHHOIO O0bLEAWHEHUA U YBENUYEHUs
AvanasoHa B pesynbTare MNpPOCTPAHCTBEHHOrO pasHEeCeHus, a TakKke, BO3MOXHO, npwu
NMOMOLLUM CXeM KOOMPOBaHWA Kak, Hanpumep, Alamouti. MexayHapogHbI KOHCOPUMYM
Enhanced Wireless Consortium (EWC) 6bin cos3gaH ans CTUMynMpoBaHus npouecca
passutua IEEE 802.11n 1 noggepxku COBMECTMMOCTM crieundukaumm TexXHONornm
npoayktoB 6ecnposoaHon nokansHon cetn (WLAN) cneaytoLLero noKoneHus.

Cetb Ad-hoc - ceTb ad-hoc npeacrtaBnsieT cobon rpynny KOMNbOTEPOB ¢ GeCNpPOBOAHBIM
aganTepoM B KaXdOM, OObeAMHEHHYI0 B He3aBUCUMYIO GecrnpoBOOHYIO NOKalbHYH CeTb
802.11. KomnbloTepbl GecnpoBodHon ceTu ad-hoc MMeT OAHOpaHroBoe MNoAKMHYeHuE,
ocyLlecTBnsas obMeH JaHHbIMW HENOCPEeACTBEHHO APYr C APYrom 6e3 MCMonb30BaHWs TOYKM
poctyna. Pexum Ad-Hoc Takke ynomuHaloTca kak Independent Basic Service Set
(He3aBucumbin 6a30BbIi Habop cryx0, IBSS) unu kak pexum "Todka-Todka", n noneseH npu
paboTe B AOMALLHNX YCMOBUSAX UK Npu paboTe Ha AoMy.

DSSS - (Direct-Sequence Spread Spectrum, TexHonorms paclMpeHuss cnektpa ¢
NpMMEHeHNeM Kofda npsIMOW nocrnefoBaTensbHOCTU) - TexHonorns DSSS nossonsieT
reHepvpoBaTb pe3epBHYI KOMOMHaUMIO BUTOB ANs Bcex nepefaBaemblX AaHHbIX. [JaHHas
KOMOMWHaLMsA OMTOB Ha3biBaeTCs YMNom (Unu Ymn-kogom). [daxe ecnv ogvH UMM HECKOMbKO
GUTOB B YMne NOBPEXAEHbI B MpoLEeCce Nnepeaayn, BCTPOEHHbIE B MPUEMHUK CTaTUCTUYECKME
TEXHOMOMMM CNOCOBOHbI BOCCTAaHOBUTbL UCXOAHbIE AaHHble 6e3 HeOOXOOUMOCTU MOBTOPHOM
nepegayn. [nsa HeCaHKUMOHMPOBAHHOTO npuemMHuka DSSS BocnpuHMMaeTcs  Kak
LLIMPOKOMOJIOCHBIA LUYM Marnol MOLLHOCTU U UrHOpUpyeTCst GOMbLUMHCTBOM Y3KOMOMOCHbIX
NPUEMHUKOB. TeM He MeHee, B CaHKLUOHUPOBAHHOM MPUEMHMKE (T. €. APYTOM OKOHEYHOM
ycTponctBe ©GecnpoBogHou nokanbHow cetn) curHan DSSS  pacnosHaetca  kak
€©OWHCTBEHHbIN FOAHbIA CUTHAI, @ NOMEXM CUMrHarna no yMon4aHu UTHOPUPYHOTCS.

FHSS - (Frequency Hopping Spread Spectrum, paclumpeHne crnekTpa co cKaykoobpasHoM
CMEHOI 4acToTbl) - TexHonornss FHSS no3BonsieT HenpepbiBHO MEHATL (CKaykoobpasHO)
HECYLLYH 4acToTy TPagULMOHHOIO KaHafa HEeCKONbKO pa3 B CeKyHOoy B COOTBETCTBUM C
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Crny4anHO YCTaHOBMEHHbIM HabopoM kKaHamoB. Tak Kak (PMKCUMPOBAHHbIE YacTOTbl He
NCNONb3YETCH, U TONbKO B NepeaaTymke u NpueMHUKE NMMEETCSt MOAENb CMEHbI KaHaroB, TO
nepexeaTt gaHHbiXx FHSS aBnsieTcst ypes3BblHanHO CNOXHOW 3adaden.

Cetb Tuna Infrastructure (MHdpacTpyktypa) - ceTb Tuna WHppmacTpykTypa
npeacraensetT cobon rpynny KOMMbIOTEPOB UMW APYrnx YCTPOWCTB C 6ecnpoBOAHbLIM
afjanTtepoM B KaxaoM, 06beAnHEHHY0 B 6ecnpoBoaHYI0 nokanbHyto ceTb 802.11. B pexume
WHppacTpykTypa 6ecnpoBoaHblE YCTPOMUCTBA OOMEHMBAKOTCS AaHHbIM ApYr C APYroM U C
NMPOBOAHOM CeTblo Yepes3 TouKky AocTyna. [NoaknodeHHasa K npoBogHon ceTn 6ecnpoBogHas
ceTb TMNa MH@PACTPyKTypa HasbiBaeTca Basic Service Set (basoBbin Habop cnyx6, BSS).
Habop u3 gByx wunu 6Gonee BSS B ogHowm cetn HasbiBaeTcsi Extended Service Set
(PacwupeHHbii Habop cnyx6, ESS). Pexum nHMPaACTPyKTypbl NOnes3eH Ha YpoBHE
opraHusauun, nnm korga Heobxogumo o6beAMHUTL NPOBOAHbIE U 6ECNPOBOAHbIE CETH.

PacwupeHune cnektpa - Spread Spectrum (PacwumpeHune cnekTtpa) npeacraBnsieT cobomn
LUMPOKOMOJIOCHYIO  PafMOYacTOTHYH  TEXHONOrni, pas3paboTaHHYld BOEHHbIMU  ANS
NPUMEHEHUSA B HAAEXHbIX, 3aLLMLLEHHbIX, KPUTUYECKU-BAXKHBIX CUCTEMAX OOMeHa AaHHbIMU.
OHa npeactaBnsieT cobor KOMNPOMUCC MexXay 3PEEKTMBHOCTLIO UCNONB30BaHUSA MOSOCHI
NPOMYCKaHNS N HAOEXHOCTbIO, LIEMOCTHOCTbIO M 0e30MacHOCTb. MIHbIMM croBamu, Mo
CpPaBHEHMIO C Y3KOMOJIOCHOW nepefayen ucnonb3yeTtcs Gornee WMPOKUIA gnanasoH 4acTorT,
HO B pesynbTaTe Takoro KOMMPOMMUCCA NOMy4YaeTCs CUrHars, KOTOPbIN, MO CyTU, CUSMIbHEE U,
TEM CaMblM, €ro npolie OOHapyXuTb, MPU YCIOBMMK, YTO MoflyvaTenb 3HaAeT napameTpbl
TPaAHCNMPYEMOro curHana C paclmMpeHuem crekTpa. Ecnv npueMHMK He HacTpoeH Ha
TpebyemMytlo 4acToTy, TO CUrHam C paclUMPEHUEM CMeKTpa MOXOX Ha (POHOBLIN LUYM.
CylecTtByeT ABa OCHOBHbIX BapuaHTta, Direct Sequence Spread Spectrum (PaclwupeHue
crnekTpa C npuMeHeHneM Koda npsamon nocnegosartensHoctn, DSSS) n Frequency Hopping
Spread Spectrum (INceBgocnyyariHasa nepectporika paboyen YactoTbl, FHSS).

SSID - Service Set Identification (MoeHTudukatop Habopa cnyx6) npeacrasnsetr cobon
OYKBEHHO-YMCIIOBOM KNIOY U3 TpuauaTym ABYX CUMBOMOB (MakcumyMm), ob6o3HauvaroLui
OecnpoBogHyt0 nokanbHyl ceTb. [Ona obecneveHua obMeHa OaHHbIMU — MexXay
GecnpoBoaHbIMY YCTPOUCTBAMU B CETU BCE OHWM AOMKHbI ObITb HACTPOEHBbI ¢ oaHUM SSID.
O6blvHO siIBNsieTCA MapaMeTpoM HacTpowku GecnpoBogHon ceteBor nnatbl anga K. OH
cooTtBeTcTBYyeT ESSID ana Wireless Access Point (BecnpoBogHom Toukn JocTyna) n uMeHu
becnposogHon cetn. Cm. makxe Nimsa 6ecnposogHoii cetn n ESSID.

WEP - (Wired Equivalent Privacy, KoHdnaeHunansHOCTb Ha ypoBHE MPOBOAHLIX CeTew) -
MexaHn3M obecrneyeHns KoHUOEHUNAnbHOCTU AaHHbIX, OCHOBAHHbIA Ha 64-6UTHOM,
128-6uTHOM, Unn 152-6UTHOM anropuTme oOLLEro Krn4ya, Kak onvcaHo B cTaHgapTe |IEEE
802.11. [nsa nonydeHus goctyna k WEP ceTn Heobxogmmo 3Hatb kntod. Knrovom siBnsieTcs
co3gaBaemMasi Bamu  nocriegoBaTenbHOCTb  cumBonoB. [lpym  ucnonb3oBanun WEP
HeobxoaMmo onpedennTb YpPOBeHb LncpoBaHMsa. Tun WKM@POBaHUSA onpepenseT AMvHY
kntoya. OAns 128-6utHoro wmndpoBaHUsa K4 TpebyeTcs AnvMHHee, 4YeM ans 64-O0uTHoro
wndppoBaHus. Knwoun  onpegensaitca  npu nomowwm BBoga B HEX-copmate
(wecHaguaTnpnyHoMm, € wucnonb3oBaHnem cumeonos 0-9, A-F) wunm  ASCII-gopmaTte
(American Standard Code for Information Interchange, AMeprkaHcknin CTaHOapTHbIV Kog, Ans
obMeHa paHHbIMM - OykBeHHO-UMdpoBble cumeorbl). ASCIlI-hbopmaT nogaepxmeaetcs,
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NnoSTOMY MOXHO BBECTW Jerkylo Ans 3anomMuHaHus nocneposatenbHocTb. ASCII
nocnegoBaTenbHOCTb Npeobpasyetcss B HEX dopmat ans ucnonb3oBaHus B ceTu. MoxHO
onpeaennTb YeTbipe Kroya, MO3TOMY KITHUYM MOXKHO JTIErkKO MEHAT.

Wi-Fi - ToproBoe HasBaHve gns ctaHgapTta 6ecnpoBogHoro cetesoro goctyna 802.11b,
npucsoeHHoro Wireless Ethernet Compatibility Alliance (CornaweHue o coBMeCTMMOCTU
G6ecnpoBogHbix ceten Ethernet, WECA, cm. http://www.wi-fi.net), rpynnbl NpomMbILLNEHHbIX
CTaHOapToB, CTPEMSALLYHOCS K 0BecnevyeHnio COBMECTUMOCTM Mexay ycTporcteamm 802.11b.

WLAN - (Wireless Local Area Network,0ecnpoBogHas nokanbHasi ceTb) - rpynna
KOMMbIOTEPOB W CBSA3aHHbIX YCTPOMCTB OOMEHMBaETCA [AaHHbIMKM MO OecnpoBOLHOMY
NpPOTOKOy, N 00CNyXXMBatoLLasi CETb KOTOPLIX OrpaHMYeHa 40 NOKanbHOW CeTu.

WPA - (Wi-Fi Protected Access, 3awmweHHbin goctyn no Wi-Fi) - B npoTtokone 3awuTbl
BecnpoBogHoro goctyna npumeHsietca wndposaHme TKIP (Temporal Key Integrity Protocol,
[MpoTokon OrpaHNYeHHOM BO BPEMEHM LENOCTHOCTM KM4ya), KoTopoe MOXeT paboTatb
coBecTHO ¢ cepBepom RADIUS.
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