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1. VPN Overview

VPN (Virtual Private Network) is a private network established via the public network,
generally via the Internet. However, the private network is a logical network without any
physical network lines, so it is called Virtual Private Network.

With the wide application of the Internet, more and more data are needed to be shared
through the Internet. Connecting the local network to the Internet directly, though can allow
the data exchange, will cause the private data to be exposed to all the users on the Internet.
The VPN (Virtual Private Network) technology is developed and used to establish the private
network through the public network, which can guarantee a secured data exchange.

VPN adopts the tunneling technology to establish a private connection between two
endpoints. It is a connection secured by encrypting the data and using point-to-point
authentication. As the packets are encapsulated and de-encapsulated in the Router, the
tunneling topology implemented by encapsulating packets is transparent to users.

The tunneling protocols supported by TP-LINK Routers are as below:

Product Model Tunneling Protocol
TL-ER6120 IPsec. PPTP. L2TP
TL-ER6020 IPsec. PPTP. L2TP
TL-ER604W IPsec. PPTP. L2TP
TL-R600VPN IPsec. PPTP




2. How to configure LAN-to-LAN IPsec VPN on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W, TL-R600VPN

m-—-w-—

To setup an IPsec VPN tunnel on TP-LINK routers you need to perform the following steps:
A
B.
C.
D
E

NOTE: We use TL-ER6120 and TL-R600VPN in this example, the way to configure IPsec VPN

I
TL-ER6120 Modem L sadem TL-R600VPN

Router A Router B

Connecting the devices together

Verify the settings needed for IPsec VPN on router
Configuring IPsec VPN settings on TL-ER6120 (Router A)
Configuring IPsec VPN settings on TL-R600VPN (Router B)
Checking IPsec SA

on TL-ER6020/TL-ER604W is the same as that on TL-ER6120.

A. Connecting the devices together

Before setup a VPN tunnel, you need to ensure that the two routers are connected to the

Internet. After ensuring that there is an active Internet connection on each router, you need

to verify the VPN settings of the two routers, please follow the instruction below.

B. Verify the settings needed for IPsec VPN on router

To verify the settings needed on the two routers, please login the router’s management

webpage.

Router A’s Status page:

PC
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TP-LINK

TL-ERG120

Network
= Status
s System Mode
" WAN
*LAN
*DMZ
*MAC Address
* Switch
User Group
Advanced
Firewall
_ven
Services

Maintenance

Logout

System Status

Device Info
Furrmware WVersion:
Hardware ‘Versson:
System Time
System Tume:

Fuunning Time:
WAN

WANT
Primary Connection:

L0u0 Bamid 20111114 Rel 52682

TL-ERE120 v1.0

2012-02-08 10:11:16 Wednesday
I4 Haur, 34 Min, 53 Sec

Lins Lhp

PPPoE/Russian PFPoE

WANT

Frimary Connecbion:

Status: Connected Status:
Ginline Tirne: & Sec This will be IP Address:
[ 1P address: 218.18.0.233 | ROt .5 Subnet Mask:
“, Remaote
Subnet Mask: 255.255.255.255 ™) Gateway (P | Satewsy:
MAC Address: SB0-F6-51-49-A0-67 MAC Address:
Secondary Connectipn: === Secondary Connection:
Status: Thisis Status:
1P Address: Bt A IP Address:
. Local Subnet "
Subnet Mask: e — p— Subriet Maszk:
LAN/DMZ \/
Intarface 1P Address Subnet Mask DHCF Sarver
LAN 192,168.0,1 255.2%55.255.0 Enabled

Router B’s Status page:

Lenk Down

Dynamic [P

0.0.0.0
0.0.0.0
0.0.0.0
90-F6-57-49-A0-58

MAC Address
90-F5-52-49-A0-85



TP-LINK

Finmmna & Ve sdonc

1.000 Build 120118 Rel41877n

Hatdlwian & Vi sione REOOVPH v 00000000
LAM
MAC Addiess:  G0-FE-5226-10-44 Thisis
Router
P Auddress: 192,168,101 B's
Sabiel Mash: 255 255 2550 I Local
Subnet
WanN
MAC Adkdiess: QO-FE-52-26-1C-45 Thiswill be
l 3 I Router A's
WP Addiess: 218.18.1.208 \_ __ Remote locton Demand)
Sulbsivet Mashc 255.255.255.255 Gateway IP
Datonl Gatewms 218181 208
NS Served: 2029613413, 20296120 86
i Time: 0 darvis) 0004489 Desconnect|

C. Configuring IPsec VPN settings on TL-ER6120 (Router A)

Step 1: On the management webpage, click on VPN then IKE Proposal.

Under IKE Proposal, enter Proposal Name whatever you like, select Authentication,
Encryption and DH Group, we use MD5,3DES, DH2 in this example.

TP-LINK

Step 2 : Click on Add.

TL-ER6120 | ke pobcy [REERE
IKE Proposal
Network
_I.Iﬂr Groaup Proposal Name: testl
_,l!:_-d,_‘f.!_'!fﬂ Authentication: MOE
Firewall
VPN Encryplion: IDES
* IKE DH Group: DHZ
Pkt List of IKE Proposal
*LITR/PPTP
= e — ha. Biarme
Services

| Click on Add |
Select )
* Gt Com ]
N o 3DES;
DH2
Encr =11 Actan
No entrees.

[select & | [ etete |[ Search |




Step 3 : Click on IKE Policy, enter Policy Name whatever you like, select Exchange Mode, in
this example we use Main, select IP Address as ID Type.

TP-LINK

TL-ERG120 we policy [

IKE Palicy
Hetweoerk
_User Growp PR e add
_Advanced Ewchange Moda: & Man Apgresdnve [:: ]
_Fi_rﬁ_"_ﬁ_ﬁ_ﬂ Loesd ID T . 5P Add O
DT 8 A © oM
* IKE Local TD:
*IPsgc Remote 1D Type: & I Address FQDN
- L2TR/PRTP
Sarvices o

Step 4 : Under IKE Proposal 1, we use testl in this example. Enter Pre-shared Key and SA
Lifetime you want, DPD is disabled.

Maintennnce e P = -
Pr |2 -
'-ﬁ_'l_‘““_ I=E Proposal 2 -
IKE Pregosal 2 = Harn Wi
IKE Proposal 4: o enter
secret as
Pre-shared Key: secret Pre.
S Lifetime: 28300 Zse (8- -Shared
Key
DPD: Enable @ Cusable
oPD Interval: Sae (1-300)
List of IKE Palicy
o Harme Mode Proposal 1 Proposal 2  Proposal 3 Proposal 4 Action
1 testl Main testt ch : FI-,
(e aa) [ owists_) [Search ]

Step 5 : Click on Add.

TP-LINK'

TL-ERG120 ke pobey [

IKE Palicy Click on Add
_Netwark e
_UsarGroap S == ]
ﬁd'lrﬂl'll:_e_l Exchange Mode: & Main Amgredtie
Firawall
_H;F-‘-H_ Local 1D Type: & [P Address FQON

a i =memd 1P

Step 6 : Click on IPsec on the left menu, then IPsec Proposal. Select Security Protocol, ESP
Authentication and ESP Encryption you want to enable on VPN tunnel. Here we
use ESP, MD5 and 3DES for example.



TP-LINK

TL-ER6120

Network
User Group
_Aﬂpnnced
Firewall
VPN
< KE
*1Pséc
“L2ZTR/PPTP
_sir".r_l ces
Maintenance

Logout

IPgec Pahcy

1Psec Proposal
Proposal Name:
Security Protocol:
ESP Authentication:
ESP Encryption:

List of 1Psec Proposal

Na. MEme

IPsac Proposal

IPsac SA
Click on Add

ipsec Select W

Esp‘ - ESPJ
e N MDE; Claar

-
3DES
IDES - D ——
Protocal  AH Auth  ESP Auth  ESP Ener Astian
Mo entries.

[select all | [ Delete | [ Search |

Step 7 : Click on Add.

Step 8 : Click on IPsec Policy, enter Policy Name whatever you like, the Mode should be LAN-
to-LAN. Enter Local Subnet and Remote Subnet.

TP-LINK

TL-ER6120

Network
_uiser Groug
Advanced

Firewall
YN

* [KE

*[Psac

= L2TR/PPTR
Services
Maintenance

_Logout

IPsec Pobcy

General
IPsac:

IPsec Policy
Palicy Name:
Mode:
Local Subnet:
Remote Subnet;
WAN:
Remate Gateway:

Folicy Mode:

{} Enable (& Disable

ID:i'I‘lli

: Router A's !
| p——————y
LAN-to-LAN | ~ local subnet
'nrz.1|E-&_.l:_1.‘tkl"'E | 724 ;
192,168.10.0 Vi S HCRIEE B s
local subnet
WANL . ]
1 F
218.18.1.208 ‘x Router B's WAN
1 1r

@ KE O Manual

Step 9 : Select WAN you use and type in Remote Gateway. In this example, the Remote
Gateway is Router B’s WAN IP address, 218.18.1.208.

Step 10 : Look for Policy Mode and select IKE.

Step 11 : Under IKE Policy, we select test1 which is used.

Step 12 : Under IPsec Proposal, we use ipsecl in this example.



Step 13 : Look for PFS, we set NONE here, under SA Lifetime, enter “28800” or the
you want.

Step 14 : Look for Status then select Activate

period

L2TR/PRTP Local Subret: |1%2.188.0.0 724
Services Remate Subnet: 192.1628.10.0 ]/
Maintenance ; [ -
ST Vo Select IKE -
Logout femote Gatewayr———mm ﬂm (IF Address/Domain Name)
T —— ;
Palicy Made: & IxE Manual B
IKE Policy: testl = testl
IPsec Proposal 1z ipsec] wl g and
= Ipsecl
H Proposal 2: - v
o A are used
IFPsec Proposal 3: - N —
IPsec Proposal 4: -
i MONE . Enter” |
Sa Lifetime: [z8800 s ... 28800 |
Status: & Activate Inactivate
List of IPsec Policy 1_' -
Mo | Lol Subnet Remobe Subnet  Policy Mode
1 Select Activate |
Copyright @ 2011 1 i 192.168.0.0/24 162.168.10.0/24 IKE
TP-LINK TECHNOLOGIES
CO., LTD. All Rights | setect all | [ Activate | [inactvase || Detete || Search |
Reserved.

Step 15 : Click on Add.

L4

i

General

1Psec: ) Enable (%) Disable
IPsec Policy Gickon

Fabcy Names: -"P‘i"
Hode: LAN-to-LAN b
Local Subnet: [192.168.0.0° flza

Step 16 : Select Enable then click on Save.

|
4
;
|

L&)

d

il
= Select Enabl
iats Click on - -
C1 @ Enabile Disable m
Save
1Psec Policy )
Palicy Mame: |ipzec
ode: T
Local Submet: 192.168.0.0 |#]ze



D. Configuring IPsec VPN settings on TL-R600VPN (Router B)

Step 1: Go to IPsec VPN -> IKE, click on Add New

TP-LINK

Flatus

WK
Advancied Seltings -
DHCP

Farwarding

0 Policy Name  Exchange Wode Authentication Emcryption  DHGroup  Pré-shared Key Kodity
oW the lsl ks emply

A,
ey e

‘ Clickon ‘ [ CuremMo. 1 - Page

Add New

Step 2 : Enter Policy Name whatever you like, here we use test2. Exchange Mode,
select Main.

TP-LINK

Status

IKE Policy Settings

Basic Seftings

Ouick Setup

oo Policy Name: test?

Advanced Settings - i ;
DHCP Exchange Mode: & Main AQQresshg | These
P —— Authentication Algorithm: MD5 - A1 settings
Security Encryption Algorithm: IDES L are the
Access Control OH Group: OH2 i \]—| same with
IPsec VPN

Pre.shared Key: secret Router A

- IPsec SA Lifetime: 28800 seconds (6-604300)
- SA List DPD: Enable @ Disable

PPTP VPN Senmer

Advanced Houting
Bandwidih Control [__E'_\IE-_J [ Back |
1P & MAC Binding
Dynamic DNS
Mainlenance

Syslem Tools

Step 3 : Authentication Algorithm and Encryption Algorithm are the same with Router A, we
use MD5 and 3DES in this example.



Step 4 : DH Group, select DH2, the same with Router A.

Step 5 : Enter Pre-share Key and SA Lifetime, make sure that they are the same with Router
A.

Step 6 : Click on Save.

Step 7 : Click on IPsec on left side, click on Add New.

Stalus

List of IPsec Policy

IPsec: Enable & Disable i_§a1'e ]

I Policy Mame Local Subnet Remole Subait Enchangd Mode Stintus Bosdiffy
toww e KEE 2 @mply

.'n\'.\.

W G —N—
Click on v Curmenibo. 1 = Page
Add New

Step 8 : Enter Policy Name, we use ipsec2 in this example.

Step 9 : Enter Local Subnet and Remote Subnet, and then enter Remote Gateway, it’s Router
A’s WAN IP address, 218.18.0.233.

TP-LINK

IPsec Policy Settings
Hetwork
- Policy Name: ipsec?
HAdvanced Soflings
OHC R Local Subnat: 192 168 10.0 P | )
| ’
Remote Subnet: 192 168.0.0 I 24 Router A’s local
e e - iSUbI’IE‘t
Remale Gateway: 218.18.0.233 {IP* o Gornain mame)
Exchange Mode; @ KE ) Manual P
e, e gse Router A's WAN
Aiithiabication Algorithi: MD5 ip
Encryption Algorithan: IDES -
IKE Security Policy: test? = Click here 1o add IKE list
PFS Group:; NONE d
LifeRime: 28800 seconds (G0-604800])
Status: Enable -
Save Back
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Step 10 : Look for Exchange mode, please select IKE, and Security Protocol, we use ESP here.

Step 11 : Authentication Algorithm and Encryption Algorithm are the same with Router A,
we use MD5 and 3DES in this example.

Step 12 : IKE Security Policy, we use test2 in this example.

Step 13 : Look for PFS, we set NONE here, under Lifetime, enter “28800” or the period you
want.

Step 14 : Look for Status then select Enable.

Step 15 : Click on Save.

Step 16 : Enable IPsec and then click on Save.

Hmus
Bassc Selings List of IPsec Policy
Ouick Selup
s Select Enable
Reemncod Selt v, S
T Paec @ Enable o Disable [ Save | .Click on Save
Forwmarding
Saciaity 0 Policy Nane Local Subapet Feomaita Sasipt Exc g Mo Sratus Wity
Aceess Control 1 psec? 1932 16810 024 167 168 00024 [KE Enabled  Modity Delple
| Add New... || Delete Al |
CumantMo. | « Page
E. Checking IPsec SA
Router A:
TL-ERG120 [haec SA
List of [Psec SA
Network
e Ns, Name 5P| Direction Tunesl Dt Flow Protocel  AHAuh ESPAwh  ESP Erer
User Growup
e FH8.18.0,230 < {92.168.0.0/24 <
Advanced 1 ipees SI9TSESSD  n ESP MO5 30€5
———— e 28181308 192,068, 1000124
Flrawall
< ey FEE18.0.200-5 197.168.0.0/24->
VPN 2 lpeec 1I792IST1  out ESP pis 3DES
= KE J1B18.1.3C8 1921481000124
*IPsec [ metresn | [ search || Heip |
*LITP/PPTP
Services
Router B:
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TP-LINK

Stotus

Hosic Solings
Cuick Setup
Metwid k

Advanced Settings
OHCP
Foswai denig
Security

Access Control

List of Security Association

I Naame 501 Tunnel nifiator  Tunnel Recete  Secmity Profocel  AH Ml ESP Auh  ESP Enc
1 Ipsecl GIOTS6E60 218181708 118180233 ESP - MO 3DES
1 jpsecd 1IT9NETY NMB18.0.233 B8 208 ESF = MD% J0ES
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3. How to configure GreenBow IPsec VPN Client with a TP-LINK VPN
Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

PC LErE: Modem TL-ER6120 E

()

GreenBow IPsec VPN Client is an IPsec VPN client software developed by TheGreenBow
company. It can be downloaded from download page for TL-ER6120 (http://www.tp-
link.com/en/support/download/?model=TL-ER6120&version=V1) or official website of
TheGreenBow (http://www.thegreenbow.com/vpn/vpn-client.html?utm expid=333874-
5.xSdTaggCQhu28X37i2BKrw.1&utm referrer=http%3A%2F%2Fwww.thegreenbow.com%2F
services.html ).

To setup an IPsec VPN tunnel between the GreenBow IPsec VPN Client and the TP-LINK VPN
Router you need to perform the following steps:

A. Make sure PCs of two sides can access to Internet
B. Configuring the TP-LINK VPN Router
C. Configuring the GreenBow VPN Client

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring the TP-LINK VPN Router

Step 1:

Access the router’s management webpage, verify the settings needed on the router.

13



Device Info

Firmware Version: 1.0.2 Build 20120719 Rel.42888
Hardware Version: TL-ER5120 v1.0
System Time
Systam Timee: 2012-09-05 16:07:49 Wednesday
Running Time: 5 Day, 4 Hour, 45 Min, 5 Sec
WAN
WANT Link Ug WaNZ Link Dawn
Primany Connection: PPPOE/Russian PPPOE . sCLROI: Dynamac [P
Status: Connacted 2 |This IP address Connecting...
Onlirg Time: 5 Min, 49 Sec e :shuuld be typed 0.0.0.0
[* Adaress: 163.18.247.247] % in GreenBow 0.0.0.0
Subinet Mask: 255.255.255.255  N——s0ftware as 0.0.0.0
MAC Address: 90-F6-52-B0-E6-F8 remote gateway. 90-F6-52-B0-EE-FC
Secondary Connedtior=———— e RSy Connection: -
A | This is Remote LAN o
. subnet address for o i e
Subret Matk: | GreenBow software Subriet Mask:
LAN/DMZ v
Interface 1P Address Subinat Magk DHCP Sarvar MAC Address
LAN 1 192.168.0.1 235.253.253.0 I Enabled 90-F&-52-BD-EE-FA
Step 2:

On the management webpage, click on VPN then IKE Proposal. Under IKE Proposal, enter
Proposal Name whatever you like, select Authentication, Encryption and DH Group, we
use MD5, 3DES, DH2 in this example.

IKE Proposal
Proposal Name: [
Authentication: | MD5 E|

ear

Encryption: | 3DES [=]
DH Group: [DHZ. =]

List of IKE Proposal
No. Name Auth Encr DH Action

| a 1 MD5 3DES DH2 Fa i

Step 3:

Click on IKE Policy, enter Policy Name whatever you like, select Exchange Mode, in this
example we use Main, select FQDN as ID Type and enter Local ID and Remote ID whatever
you like, here we enter “1234” for Local ID and “4321” for Remote ID.

14



IKE Policy

Palicy Name: 123

Exchange Mode; @ Main Aggressive _
Local ID Type: IP Address @ FQDNM
Help
Local ID: 1234
Remote 1D Type: IP Address @ FQDN
Remote ID: 4321 '
IKE Proposal 1: 1 El
IKE Proposal 2: — EI
. |
IKE Proposal 3: [=] Here we
IKE Proposal 4: - [=] | enter
— — 123456
Pre-shared Key: 123456
\‘1 as Pre-
54 Lifetime; 28800 Sec -
= ISR shared
DPD: Enable @ Disable Ke-.{
DPD Interval: 0 | Sec (1-300y—

NOTE: No matter on Main mode or Aggressive mode, once the client PC is behind a NAT
device, we have to select FQDN as ID Type and the NAT device must support VPN
passthrough, otherwise the VPN tunnel can’t be established.

Step 4:

Under IKE Proposal 1, we select 1 in this example. Enter Pre-shared Key and SA Lifetime you
want, DPD is disabled.

Step 5:

Click on IPsec on the left menu, then IPsec Proposal. Select Security Protocol, ESP
Authentication and ESP Encryption you want to enable on VPN tunnel. Here we
use ESP, MD5 and 3DES for example.
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IPsec Proposal

Proposal Name: |123 |

Save
Security Protocol: | ESP EI -
ESP Authentication: | MD5 =]
ESP Encryption: | 3DES (=]

List of IPsec Proposal
Mo. Mame Protocol | AH Auth | ESP Auth | ESP Encr Action
B 1| 123 | ESP | — | MD5 | 33ES | ZF

Step 6:

Click on IPsec Policy, enter Policy Name whatever you like, the Mode should be Client-to-
LAN. Enter Local Subnet and select WAN port.

General
IPsec: & Enable Dusable
IPsec Policy -~
Policy Name: 123 A Select o
Mode: Client-to-Lan [=] & Client- -
Local Subnet: 192_168.0.0 i \;4 to-LAN
Helg
Remote Subnet: 0.0.0.0 i
WAN: WAN1 [~
Remote Host: 0.0.0.0
Palicy Mode: @ IKE Manual
IKE Policy: 123 (=l
IPsec Proposal 1@ [ 123 [=]
IPssc Proposal 2; [=]
IPsec Proposal 3: [ [=]
IPsec Proposal 4: — (=]
PFS: NONE (=]
SA Lifetime: 28800 Sec (120-604800)
Status: @ Activate Inactivate
Step 7:

Look for Policy Mode and select IKE. Under IKE Policy, we select 123 which is used. Under
IPsec Proposal, we use 123 in this example.
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Step 8:

Look for PFS, we set NONE here, under SA Lifetime, enter “28800” or the period you want.
Look for Status then select Activate.

Step 9:

Enable IPsec and then click on Save.

C. Configuring the GreenBow VPN Client

Step 1:

Right click on VPN Configuration and click on New Phrase 1.

s ] (o ]

&
1] Global Export
-0 tgbtes Move to USE...
| Lo tgh iorsiboa
|
BAIE Ctrl+S  Tby VonConf 5,13
| =l tion: 10-10-2012
Reload Test Config.
Reset Del
Close all Tunnels
MNew Phase 1 Ctrl+M
|
|
i
| @ ven Clent ready | e 4
Step 2:

17



Under Remote Gateway, enter the router’s WAN IP address, the Pre-shared Key should be
the same with router’s, it is “123456”.on IKE section, the Encryption, Authentication and Key
Group are the same with router’s, we use 3DES, MD5and DH2 here.

THEGREENBOLW ! ' '

Remote Gateway 133.14.247.247

© | VPN Chent ready

Step 3:

Go to Advanced tab, select DNS as Type of ID, and then enter “4321” for Local ID and “1234”
for Remote ID.

18



Configuration Tools 1
THEGREEN

[£] vPHN Configuration
[&] clobal Parameters
E-E tgbtest
o tgbtest
L0 Gateway

[T Mode Config Redun. GW
[ Aggressive Mode NAT-T | Automatic
X-Auth
5] X-Auth Popup Logn
[ [ Hiybrid Mode Password
Local and Remote ID
Type of ID: Yalue for the ID:
Local ID [E!E_='I 4321
Remote ID [DNS. »| 1234

Step 4:

Right click on Phase 1, add a new phrase 2.
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e [T Gateway: Authentication
[ VPN Conligurstion | Authentication | Advanced | Certificate |
[E] Global Parameters :
B3 tgbtest Advanced features =
- Lo tgbtest
=1 Redun, GW
NAT-T | Automatic -
it
Login =
Password
Local and Remote ID
Type of ID: Value for the ID:
Local ID (DS ~| 4321
Remote ID [ﬂs | 1234 [
|
— —  ——  — — :
Step 5:

Enter remote LAN address and Subnet mask, in the example, the IP address is 192.168.0.0,
Subnet mask is 255.255.255.0. Encryption and Authentication are the same with routers; we
use 3DES and MD5 here. The Mode should be Tunnel.

20



[T ) e B Tunnel: IPSec

[E] vPH Configuration
—mﬁnbdl‘-‘umm
Bl:ln;t-mt
i o tghtest
=2 Gateway

Lo Tunnel

| Psec | advanced | Sarpts | Remote Sharing |

Addresses

VPH Client address o .0 .0 .0

Remote LAMaddress 192 . 168 . 0 . O

Subnmetmask 255 . 255 . 255 . O

ESP
Encrypiion
f—

PFS
[Clprs Group | =

© | VPN Client ready

Step 6:

Click Save and Apply and then right click on Phrase 2(Tunnel), click on Open Tunnel.
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Configuration Tools 7

THEGREEN

(s [t

[E] VPN Configuration IPSec | Advanced | Scripts | Remote Sharing |

i [f] Global Parameters

B3 tgbtest Addresses

I =0 .td:ut

£ 3 Gateway VPN Client address ¢ .6 .0 .0

S

Open tunnel Ctrie O Address type |5._m_ address. -
Export Remote LAN address 192 . 168 . 0 . O
Copy Ctri+C Subnetmask 255 . 255 . 255 . O
Rename F2
Delete Del

Encryption
P —

i

| PFS

I EPFS Group -

_r

L'|“G""”" | |%!'

Step 7:

If the client connect to the VPN Server successfully, you can see IPsec SA on the list.

List of IPsac SA
No. Name | SPI | Tunnel | Data Flow.  Protocol | AH Auth |ESP Auth | ESPEncr Status
| 2646071062<->  183.14.247.247<-> 192.168.0.0/24<->
1| 123 ESP - MD5 3DES Connected
1641687897 | 183.37.236.61 | 192.168.1.100/32

|_Refresh || Search || Help |
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4. How to configure Shrew Soft VPN IPsec Client with TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

PC 1nternet Modem TL-ER6120 PE

o, ()

Shrew Soft VPN IPsec Client is an VPN Client software developed by Shrew Soft Inc. It can be
downloaded from official website of Shrew Soft(https://www.shrew.net/download/vpn).

To set up an IPsec VPN tunnel, you need to perform the following steps:

A. Make sure PCs of two sides can access to Internet
B. Configuring IPsec VPN settings on TL-ER6120
C. Configuring the Shrew VPN Client

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring IPsec VPN settings on TL-ER6120

Step 1: Access the router’s management webpage; verify the settings needed on the router.

23



TL-ER6120

Network
* Status
* System Mode
* WAN
* LAN
‘DMZ
* MAC Address
User Group
Advanced
jr_g:ﬁall
VPN
E;r_ﬂces

Maintenance

Logout

Systam Status

Davice Info
Firmware Version:

Hardware Version:

System Time

System Tima:
Running Time:
WAN
WAMNL
Primary Connection:

STAtiuE:

1.0.3 Build 20121022 Rel.54185

TL-ER&120 vi1.0

2012-10-26 17:42:31 Friday

37 Min, 28 Sec

Link Up WAN2
Dynamie [P = mary CORRECHSn:
Connected Thisis for g

ltp Addrass:

10.10.10.156 | Shrew’sHost ., ...

MName orlIP

Subnet Mask: 255.255.255.0 Add anet Mask:
Gateway: 10.10.10.1 eway
| r52-80-BE-FB MAC Add T

This LAN Subnet o
1 Addressis for Secondary Connection:
! Shrew's Remote Status:
| Network Resource 1P Address:
e ————— Subnet Mask:

LAN/DMZ N /

Interface ."\_ " 1P Address Subnet Mask DHCP Server

[ eaw 192:168.1.1 |

255.255.255.0

Enabled

Link Down
Dynamic 1P
Connecting...
0.0.0.0

0.0.0.0

0.0.0.0
5$0-F5-52-BD-EE-FC

MAC Address
90-F6-52-BD-EE-FA

Step 2: On the management webpage, click on VPN then IKE Proposal. Under IKE Proposal,
enter Proposal Name whatever you like, select Authentication, Encryption and DH Group,
we use MD5, 3EDS, DH2 in this example. Click on Add.

TL-ER6120

Network

User Grou_p

Advanced

Firewall

VPN
* I[KE
~IPsec
*L2TP/PPTP
Services
Maintenance

1KE Proposal

Froposal Name: rest
Authentication: [ MDS
Encryption: BDES
CH Group: 3-H2

List of IKE Proposal

No. Name

Auth

& ] E]

Encr DH

No entrigs.

lSeIect.ﬁ\lI H Delste “ Search ]

Action

Step 3: Click on IKE Policy, enter Policy Name whatever you like, we select Aggressive for

Exchange Mode, select FQDN as ID Type and enter Local ID whatever you like, here we enter
“123” for Local ID and “321” for Remote ID.
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TL-ER6120

__Netwgrlr.

Advanced
Firewall
VPN

= IKE

* IPsec

“LZTP/PPTP
Services
Maintenance

_Logout

NOTE: No matter on Main mode or Aggressive mode, once the client PC is behind a NAT
device, we have to select FQDN as ID Type and the NAT device must support VPN

EEEENE | IKE Proposal

IKE Policy
Policy Name:
Exchange Mode:
Loca Ype:
Lecal 1D
Remocte ID:
IKE Proposal 1:
IKE Proposal 2:
IKE Proposal 3:
IKE Proposal &:
Pre-shared Kay:
SA Lifetime:
DFD:
DPD Interval:

List of TKE Policy

MNo. Name

ike

7 Main @ Aggressive
IP Address @ FQON

123

IF Address @ FQDN

[321

test [=]
=
=

[=]
123456785

28800 Sec (50-504800)

Enable @ Dizable

s | Sec {1-300)
Mode Proposal 1
No entries,
Select all ” Celete H Search

passthrough, otherwise the VPN tunnel can’t be established.

Step 4: Under IKE Proposal 1, we select test in this example. Enter Pre-shared Key and SA

Lifetime you want, DPD is disabled. Click on Add.

Step 5: Click on IPsec on the left menu, then IPsec Proposal. Select Security Protocol, ESP
Authentication and ESP Encryption you want to enable on VPN tunnel. Here we

use ESP, MD5 and 3DES for example. Click on Add.
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TL-ER6120 ESEE S

IPsec Proposal

Network Proposal Name: test |

User Group

PR Security Protocol: E_SP—EI
Firewall ESP Authentication: [mos [=] -
VPN A
ESP Encryption: | 3DES -

* IKE
List of IPsec Proposal

*L2TP/PPTP No. Name Protocol | AH Auth | ESP Auth | ESP Encr | Action
Services No entries.
Maintenance

l Select All ][ Delete H Search

Logout

Step 6: Click on IPsec Policy, enter Policy Name whatever you like, the Mode should
be Client-to-LAN. Enter Local Subnet and select WAN port.

TP-LINK

TL-ER6120 IPsec Proposal

General
w 1Psec: @ Enable ) Disable
User Group
Advanced FRSETRolicy,
Firewall Palicy Name: ipsac
VPN PP =)
iant-to-
Local Subnet; 182.168.1.0 1
__~L2TR/PPTR Remate Subnet: 0.0.0.0 lre ]
Services
Maintenance L AN [=]
Remaote Host: 0.0.0.0 il
Logout s
Palicy Mode: 8 IKE Manial
IKE Palicy: ke =]
IPsec Froposal 1: [test [+]
1Psec Froposal 2: e E
1Psec Proposal 3: =
iPsac Proposal 41 [ =
PES: [none =]
SA Lifetime: {28800 | sec (120-504800)
Status: @ Activate Inactivate
List of IPsec Policy
Me. MNamez Mode Local Subnat Remote Subnat Pelicy Mode Status Action
No entries.
[ select all |[ activate |[ inactivate ][ Delete ][ search |

Copyright (&) 2011
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Step 7: Look for Policy Mode and select IKE. Under IKE Policy, we select ike which is used.
Under IPsec Proposal, we use test in this example.

Step 8: Look for PFS, we set NONE here, under SA Lifetime, enter “28800” or the period you
want. Look for Status then select Activate.

Step 9: Enable IPsec and then click on Add.

C. Configuring the Shrew VPN Client

Step 1: Click on Add. Under Host Name or IP Address, enter the TL-ER6120’s WAN IP address,
select disable for Auto Configuration. Under Address Method, we select Using an existing
adapter and current address.

General | Clignt | Mame Fezolution I .é.uthenticati:?_-‘ ,'

Add hdod Tl Femote Host
{Host Name or [P Address| Part
10.10.10.156 500

Eutn Ennfiguratiunl [disahled v]

Local Host

I.-’-'-.ddress b ethiod I

[Llse an exizting adapter and current address -

R T | | Obtain Automatically

[ 1ze0] Address

Metmask

[ Save _][ Canicel

Step 2: Click on Name Resolution on the top menu, don’t tick the Enable WINS and Enable
DNS.
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[Feme Rt | utentisobd+ |

WINS / DMNS
[ ] Enable WIS [ ] Obtain Sutomatically
Wil Server Sddiess

[7] Enable DMS [ ] Obtain Autcmatically

OMS Server Address

DNS Suffis | .

[ 1Enable Spiit DMS [ ] Obtain Autarmaticaly
[ Add ]
[ Modiy ]
[ Delete ]

[ Save ” Cancel ]

Step 3: Click on Authentication on the top menu, select Mutual PSK as Authentication. Under
Identification Type, select Fully Qualified Domain Name and enter “321” for FQDN String.

| Cliest I M arne Hesnlutiu;un| jputhentication | Fhase * | * |

[Euthentication Method | | Mutual PSE, v

Local Identity | Fermote | dentiby | Erf:u:lentials|
Ildentificatinn T_I,Ipel
[Full_l,l Hualified Dormain Marme v]

FODN Sting
341

[ Save ][ Cancel

Step 4: Click on Remote Identity, select Fully Qualified Domain Name as Identification Type
and enter “123” for FQDN String.
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| Client I Mame Hga_su:ul_utiu:un| Authertication | Phase + | » |

Authentication Method [M_utu_al F5E v]
IHethe [ derntity I
IIdentificatinn Type I

[Full_l,l Llualfied Domain Mame v]

Local [derntity Credertials

FQDM Sting
123

I Save ” Cancel

Step 5: Click on Credentials, the Pre Shared Key, should be the same as the Pre-shared Key
on the TL-ER6120, it’s “123456789".

VPN Site Configuratior
| Client I Mame Fies-:nlutil:un_| Authentication | Phase 4 | * |
Buthentication Method | Mutual PSK v

| Local |dentity | Femote [dentity |i|:"3'2|l3f'lti-fl|S I

Server Certificate Autority File )
i | ]
Client Certifizate File

Llient Private Kep File

| &
Pre Shared Key

i Save | [ Cancel
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Step 6: Click on Phase 1, under the Proposal Parameters, the Exchange Type, DH Exchange,
Cipher Algorithm, and Hash Algorithm are the same with TL-ER6120’s, we
use aggressive, group 2, 3des, md5 here.

| M ame Fesolution | Authentication i_F'hase 1“ Phal * | |

Propozal Parameters
[ agressive b ]
[OH Exchange [gru:uup 2 v]
Cipher Algorithm [ Adez - ]
Cipher Key Length . v: Bitz
Hash dlgarithm | mel5 v
Kep Life Time imit 85400 Secs
Ke Life Data limit 0 Khytes
[] Enable Check Point Compatible Wendar 1D

Save ] [ Cancel

Step 7: Click on Phase 2, under the Proposal Parameters, the Transform Algorithm, HMAC
Algorithm are the same with TL-ER6120’s we use esp-3des, md5 here. PFS Exchange and
Compress Algorithm are disabled.

|| ALthentication | Phaze 1 [IWIT'W ‘ -"

Propozal Parameters

Transfarm Alaarithnm [ ezp-Jdes - ]

Tranzform Key Length ' Bits

HMAL lgarithm | md5 -

PFS Exchange | disabled -

Comprezs Algorithm [ dizabled - ]

Key Life Time limit 3600 Secs

Key Life Data limit 0 Khytes
Save ] [ Catcel
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Step 8: Click on Policy, don’t tick Obtain Topology Automatically or Tunnel All. Then click
on Add.

VPN Site Confi

|| ALthentication | Phaze 1 | Phaze 2 || Falicy I “:"

IPSELC Policy Configuration
Folicy Generation Level auto -

[] Maintain Persistent Security Assaciations

Obtain Topalogy Automatically or Tunnel .-’-'-.Ill

Remote Netwark Resource

&dd [ Maodty | [ Delete

[ Save ] [ Cancel

Step 9: Select Include as Type, enter the TL-ER6120’s LAN Subnet Address and Subnet Mask,
it's 192.168.1.0, 255.255.255.0. Then click on OK and Save.

futhentication | Phase 1 | Phase 2| Policy [

IPSELC Folicy Configuration

Falicy Generation Level auka B

. | ™
[7] Topology Entry uff |
| Twpe [Inu:luu:le v] w

Address 92ER w0 | |
Metmask 255,255,255, 0
Ok Cancel

Aad [ Maodity | [ Delete

Save Cancel

31



Step 10: Click on Connect.

N — e

File Edit View Help

Connect‘ Add  Modify  Delete

8/

10.1010.156

Step 11: Click on Connect.

#) Shrew Soft VPN Cannect - 10... .= [ 151

Connect | Metwork |

config loaded for zite "10.10.10.156"
canfiguring client settings .

|i Connect E xit

Step 12: After Shrew Soft VPN show tunnel enabled as the followings, you need ping TL-
ER6120 LAN IP.
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configuring client settings ...
attached to key daemon ...
peer configured

iskamp proposal configured
esp proposal configured
client configured

local id configured

remote id configured
pre-shared key configured

netwark device configured
[ tunne! enaE]egl

‘ Disconnect

Microsoft Vindows [ ion 6.1.7680]

ght (c) psoft Corporation. All rights reserved.

s“TEST-6>ping | 192.168.1.1

Pinging 192.168.1.1

|th_- ply fFrom 2 ; : byt 2 time s TTL=64
|[Reply from F.1.1: ytes=32 i s TTL=64
Reply from 192.168.1.1: bytes=32 ti s TTL=64
{Reply from 192.16H. : bytes=32 time<ims []L=6b4

IPing statistics for
Packets: Sent e ved 4, Lost B {Bx loss).
ipproximate round trip times in milli-seconds:
Hinimum Bms . Maximum Bms . Average Ams

C:lsers~TEST-6>_

Step 13: If client connect to the VPN Server successfully, you can see IPsec SA on the list.

TP-LINK
TL-ER6120 TPsee =5

List of [Psec SA

Hetwork N Name SF1 Tunoe Ciate Flow Prateco AH A ESP Ayt 54
User Group 5
1 1 ES! M cnrested
Advanced g 381585702 10.10.10.154
Firewall
Saarch Halp J
VPN

*IKE
“LZTR/PPTR
Services

Maintenance
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5. How to configure LAN-to-LAN L2TP/PPTP VPN on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

lnlemel

TL-ERG120 Modem Modem TL-R60OOVPN =
Router A . Router B

LAN-to-LAN L2TP/PPTP VPN connection is established between two VPN routers. To
configure LAN-to-LAN L2TP/PPTP VPN on TL-LINK Routers, please follow the instructions
below:

A. Connecting the devices together

B. Verify the settings needed for LZTP/PPTP VPN on Router

C. Configuring a L2ZTP/PPTP Server on TP-LINK router(Router A)
D. Configuring a L2ZTP/PPTP Client on TP-LINK router(Router B)

NOTE: We give the guide to configure LAN-to-LAN PPTP VPN in this example, the way to
configure LAN-to-LAN L2TP VPN is similar. If the TP-LINK Router configured as PPTP Server is
behind a NAT device, Virtual Server or DMZ should be configured on the NAT device,
otherwise the VPN tunnel can’t be established.

A. Connecting the devices together

Before setup a VPN tunnel, you need to ensure that the two routers are connected to the
Internet. After ensuring that there is an active Internet connection on each router, you need
to verify the VPN settings of the two routers, please follow the instruction below.

B. Verify the settings needed for PPTP VPN on Router

Router A’s Status Page:
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Device Info
Firmware Wersion:
Hardware Version:
System Time

System Time:
Running Time:

WARN

WAN1
Primary Connection:
Status:

Online Time:

1.0.1 Build 20120417 Rel.62469

TL-ER6120 v1.0

2012-05-17 19:02:34 Thursday

26 Min, 16 Sec

IP Address:

Subnet Mask:

MAC Address:

Link Up WANZ
PPPoE/Russian PPPoE Primary Connection:
Connected Status:

1 Min, 55 Sec This is IP Address:
183.37.240.111 I ¢ Rﬂuter Subnet Mask:
255.255.255.255 A's P Gateway:
BO-43-7A-DD-87-EF MAC Address:

Secondary Connection:

This is Router A's

Secondary Connection:

Link Down
Dynamic IP
Connecting...
0.0.0.0
0.0.0.0
0.0.0.0

BO-43-7A-DD-87-F0

Status: Status: =
1P Address: local subnet IP Address: e
Subnet Maszk: --- Subnet Mask: ---
LAN/DMZ LY
Interface IP Address Subnet Mask DHCP Server MAC Address
LAM 192.168.0.1 255.255.255.0 Enabled BO-48-7A-DD-87-EE
Router B’s Status Page:
Device Info
Firmware Version: 1.0.1 Build 20120417 Rel.62469
Hardware Version: TL-ER6120 v1.0
System Time
System Time: 2012-05-17 19:07:36 Thursday
Running Time: 2 Day, 10 Hour, 42 Min, 28 Sec
WAN
WAN1 Link Up WANZ Link Down
Primary Connection: PPPoE/Russian FPPoE Primary Connection: Dynamic IP
Status: Connected Status: Connecting...
Online Time: 28 Min, 33 Sec IP Address: 0.0.0.0
IP Address: 183.16.194.116 Subnet Mask: 0.0.0.0
Subnet Mask: 255.255.255.255 Gateway: 0.0.0.0
MAC Address: B0-48-7A-DD-BA-0B MAC Address: B0-48-7A-DD-8A-0C

Secondary Connection:

Status:

IP Address:

Subnet Mask:
LAN/DMZ

This is Router B's
local subnet

",

Interface

LAN

W 4
s
IP Address Subnet Mask
192.168.1.1 255.255.255.0
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Status:
IP Address:

Subnet Mask:

DHCP Server
Enabled

MAC Address
BO-48-7A-DD-34-0A



C. Configuring a PPTP Server on TP-LINK router

Step 1 : Access Router A’s management page, click on VPN->L2TP/PPTP->IP Address Pool,
enter Pool Name and IP Address Range, and then click on Add.

LZTP/PPTP Tunnel IP Address Pool List of LZTP/PPTP Tunnel

IP Address Pool ! Enter pDD! name |

r = 1
Pool Name: VPN | on :

IP Address Range: [172.31.10.100 | - [172.31.10.200 | | Add |
elp

List of IP Addres=s Pool

| Mo. Fool Name _ IF Address Range _ Action

Mo entries.

[E‘-eleu::tAII ” Delete ” Search ]

NOTE: IP Address pool must be different range from LAN IP address range.

Step 2 : Go to L2TP/PPTP Tunnel, look for protocol, select PPTP; the Mode should be Server.

L2TP/PPTP Tunnel IP Address Pool List of L2ZTP/PPTP Tunnel

General -
Click

[¥] Enable VPN-to-Internet ! on
Hello Interval: |60 | sec (s0-1000) Save

L2TP/PPTP Tunnel

Protocol: @ L2TP @ PPTP i . | Click _
| | on P,
Mode: @ Server @ Client " Enter Account | ot
{ Name and
Account Name: |pptp | \J —
| Password
Password: |eses | .
Tunnel: | LAN-to-LAN [=] ., ~ Select LAN-to-LAN
Max Connections: [ | (1-10) - -
Encryption: ) Enable @ Disable
Pre-zhared Key: ! |
Client 1P: | | .
|
1P Address Pool: [wen =] . | Enter
—— /7 = RouterB’s |
Remote Subnet: [192.168.1.0 |/ ]za ¢
_ . S = local
Status: @ Activate () Inactivate
| subnet
List of Configurations ——)
Mo. | Protocol Aﬁ;ﬁ;":t Mode Tunnel Server IP IP,gl:cIIc'I:rless Remote Subnet Encry | Status
No entries.
[ Select All ” Activate ][ Inactivate ][ Delete H Search ]

Step 3 : Enter Account Name and Password whatever you like, here we use “pptp” as
account name, password is “pptp”.
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Step 4 : Under Tunnel, select LAN-to-LAN.
Step 5 : Under IP Address Pool, select “VPN” we have added before.

Step 6 : Under Remote Subnet, enter Router B’s local subnet, we enter “192.168.1.0/24” in
this example.

Step 7 : Look for Status, select Active.
Step 8 : Click on Add and then click on Save.
D. Configuring a PPTP client on TP-LINK Router

Step 1 : Access Router B’s management page, go to L2TP/PPTP Tunnel, look for protocol,
select PPTP; the Mode should beClient.

Step 2 : Enter “pptp” as Account Name and “pptp” as Password.

L2TP/PPTP Tunnel IP Address Pool List of LZTP/PPTP Tunnel

General

- Click
[Tl Enable WVPN-to-Internset -
Hello Interval: |60 | Sec (60-1000) Save
L2TP/PPTP Tunnel
Protocal: © L2TP @ PPTP Click
] i Add
Mode: ") Server @ Client ; Ilgl
C
AT - ; Enter Account Add Lot
ccount Name: |pptp |
) i Name and
Password: seee
. Password
WAN; [wANL [=] Elior
Server IF: 183.37.240.111 (IP address / Domain name) Rou‘[erﬁq’s
Encryption: ) Enable @ Disable IP

Pre-shared Key: L |
Client IP: i |

IP Address Pool:
Enter Router

Remaote Subnet: [192.168.0.0 |7 22 ]
— A’s local subnet

Status: @ Activate (7 Inactivate

List of Configurations

No. | Protocol Account Mode Tunnel Server IP IP Address Remote Subnet Encry | Status Action
Name Pool
No entries.
[SelectAlI ][ Activate ”Inactivate” Delete ][ Search ]

Step 3 : Under Server IP, enter Router A’s IP address, which is 183.37.240.111.

Step 4 : Under Remote Subnet, enter Router B’s local subnet, we enter “192.168.1.0/24” in
this example.

Step 5 : Look for Status, select Active.
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Step 6 : Click on Add and then click on Save.

Step 7: If the PPTP tunnel is established successfully, you can check it on List of Tunnel.

L2ZTP/PPTP Tunnel 1P Address Pool List of L2TP/PPTP Tunnel

List of Tunnel
Mo. | Protoco Account Maode Tunnel ID Seszion [D Peaar 1P Pear Namea Status
TP-LIMK_SMB_

PETE pRtp Client 0.0 2.1 183.37.240.111 Connected
TL-ERG120

| Refresh || Search || Help ]

Also, PC within the local subnet of Router B, can ping Router A’s LAN IP (192.168.0.1).

-

't Windows [Wersion 6.1.7688]
28007 Hicrosoft Corporation.

s~TEST »ping 192.168.8.1

Pinging 192.168.8.1 with 32

Reply from 1972.168.8.1: hyt =3 ime ms TTL=63
Reply from 168.8.1: bytes=32 ine=37mnz TTL=63
Reply from 192.168.8.1: hyt i s TIL=63

Reply from 192.168.8.1: hyte : i fmz TTL=61

Ping statisti for 192.168.8.1:
Packet : = Received = 4. Lost
in milli
Hinimum = Jb6m: Haximum = I7msz. Ave

s “[EST >
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6. How to configure a PPTP Server on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

PC 1nternet Modem TL-ER6120 PE

()

PPTP (Point to Point Tunneling Protocol) Server is used to create a VPN connection for
remote clients. To configure PPTP Server on TP-LINK router, please follow the instructions

below:

A. Make sure PCs of two sides can access to Internet
B. Configuring a PPTP Server on TP-LINK router
C. Configuring PPTP client on remote PC (Windows 7)

NOTE: If the TP-LINK Router is behind a NAT device, Virtual Server or DMZ should be
configured on the NAT device, otherwise the VPN tunnel can’t be established.

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring a PPTP Server on TP-LINK router

Step 1:

Access the router’s management webpage, verify the settings needed on the router.
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Device Info
Firmwars Version:
Hardware Version:
System Time
Eystem Time:
Running Time:
WAN
WANL
Frimary Connection:
Status:

Cnline Time:

1.0.0 Build 20111114 Rel.52682

TL-ERG120 1.0

2012-03-02 10:09:08 Friday
1 Hour, 25 Min, 15 Sac

| 1P Address:

Subnet Mask:

Link Up WANZ
PPPoE/Russian PPPOE Primary Connecon:
Connected Thisis Status:

S Min, 37 Sec _puhlil: = IF Address:
218.18.1.74 | : address for Subnet Mask:
155.255,255.255."' Cremote Gateway:

MAC Addrass: 90-F-52-49-A0-67 users
Secondary Connaction:  ---

Status: =+ — |
= i Thisis LAN IP

Subnest Mask:

address range

MAC Addrass:
Secondary Cannechan:
Status:

IP Address:

Subnet Mask:

DHCF Server

Enablad

LAN/DMZ N
Interface [F Address Subnet Mask
LaN 192.168.0.1 255.255.255.0
Step 2:

Link; Bown
Drynamic [P
Connecting...
0.0.0.0

0.0.0.0

0.0.0.0
9-FE-52-49-A0-68

MAL Address
90-F6-52-29-A0-66

Click on VPN->L2TP/PPTP->IP Address Pool, enter Pool Name and IP Address Range, and

then click on Add.

TP-LINK

IF Addrass Paol

Li=t of LZTP/PPTP Tunnel

2TR/PPTP Tunnal
TL-ERG6120 L2ZTP/FPTP Tumna
|
g Enter Pool Name | e
_ Wetwork , =
_User Greup Peal Name: lpraup | i oK |
Advanced ; . Adld
3 TF Address Range: (172,30 10L 800 = 172.31.10.50
Firewall Pl e e = | Halp
"F:E List of TP Address Pool
0 |
Ma. Peal Narme 1P Addrass Range Actan
*IPsec
- L2TR/PPTP DL ARTSY,
Services select all || Delete || search
Maintenance

NOTE: IP Address pool must be different range from LAN IP address range.

Step 3:

Look for protocol, select PPTP; the Mode should be Server.
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L2TR/PPTP Tunnel IP Address Pool List of LZTP/PPTP Tumnnel

Genaral
Enable WPN-to-[ntarnat g
Click on Sawve - =
Hellg Interval: 50 Sec (50-1090)
L:TF/FPTF Tunnel
Pratzcol: TOLETP @ PRTP I g
H 1 i
e T i Click onAdd -m
F i ryeEr fan |
| | | Clear |
Asceunt Mame: dient 1 Enter [ Ral
' Account :"
Pazsword: RALLLL] :  Marne and
Tunnal: Chant-to-LAN - Password
L |
Max Connections: 5 (r-10)
Encryptian: # Enable! & Disabla
Pra-sharad Key:
Cloant TF:
1P Address Pool: group -
Remote Subnat: _ il
Slatws: W Activate &) Tnactivate
List of Configurations
Mo, Froggog)  Sseaunt Maode Tunnal Server [P P Address oo Subnet | Encry Swtus.  Action
i Hamea Pod e i - BT
N enkries.

setect Al | [ activate |[inactivate || Detete | [ search |

Step 4:

Enter Account Name and Password whatever you like, here we use “client” as account name,
password is “123456".

Step 5:

Under Tunnel, select Client-to-LAN.

Step 6:

The tunnel supports up to 10 connections, we enter 5 in this example.

Step 7:

Under IP Address Pool, select “group” we have added before.

Step 8:
Look for Status, select Active.
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Step 9:

Click on Add and then click on Save.

C. Configuring PPTP client on remote PC (Windows 7)

NOTE: For remote PC to connect to PPTP server, it can use Windows built-in PPTP software
or Third-party PPTP software.

Step 1:

Click on Start->Control Panel->Network and Internet->Network and Sharing Center.

Step 2:
Click on Set up a new connection or network.

== em |
g, i o .
@l‘_‘_ }I"'l':" » Control Panel ¥ Metwork and Internet # Meboors snd Sharing Certer w | iy | Szt Con.. 2 [

L2

Contred Panel Home - i o : %
Wiew your basic network information and set up connections

Ch adapter sett [ | = Sz full map
ange adapter setings l* 3 &. g

Ch chaanced shari
m‘:.:gf‘ disstatidl TAYLOR-FC Multipis nesvearks Irt=met
[This computer]
Wiew your active nebworks Cannect or disconnect
[‘h Metwnrk Aooess ype [aternet
.. Wiark network Conmections: I Local Area Connection
Aocess yped o retwenrk sCCess
Unidentified network RS it
i ; Conmecbons B Local Area Cennection 3
Fuilic nebvwork b i =
w Local &rea Conn prtion 4

Change your networkdng sattings

{i;. I Set up a nevw connectran or nabwork I

- L - Y, !
Set up a wireless, broadband, diaf-up, #d hoc, or VPN connection: o set up a router of aCcess
paint.

Comnect bo a netwerk
Comnect ar reconnect to @ wirdess, wired, dial-up, or YPH netooe connectian.

Choose homegroup and shadng cptions
Access files and printers located on other network computers, or change shanng settings,

& W

Sem also

HarmeGroup
Trternes Qptions i:'l Traubleshost prablerns
‘Wirdiows Fireasll " Diagricse and ragair nistaork problems, or gat troubleshooting infarmaetion,

Step 3:
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Choose Connect to a workplace, and then click on Next.

S!Ex]p‘»s new network

rnection toyour workplace. 8

iﬁw
cwmr‘i:;fn the Irl’té‘metﬁﬁﬁga\dmf‘l:rp connection.

ErmiETTs

Step 4:

Select Use my Internet connection (VPN)

How do you want to connect?

# Use my Internet connection (VPN)
Connect using a virtual private nebwork [VPM) connection through the Internet.

——

< Dial directly
Connect directly tor a phone number without going through the Internet.

N — P

“What is 3 VPN connection?
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Step 5:

Under Internet address field, enter router’s WAN IP address, and then click on Next.

@ |ipy Connect to & Workplace

Type the Internet address to connect to

Your netwvark administrator can gil.ae you this address,

Internet address; 218.18.1.74

Destination rame; WPH Cannection

[]Use a sz card

‘{: [ &llowr other people to wse this connection

This aptior allows aryone with access ko this computer to use this connection,

[F] Dot conmect now just setit up solcan connect later

'_='_'|E.!

| Net

| [ concel |

Step 6:

Enter User name and Password, and then click on Create.
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Type your user name and password

Iser narme; client
Password: (TITTT
Show characters
[Tl Rermemier this password
Dernain (optional):

Step 7:

The VPN connection is created and ready to use, click on Close.

The connection is ready to use

< Connect now
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Step 8:

Go to Network and Sharing Center and click on Change adapter settings on the left menu.

G-

Contral Panel Home

vt » Contral Panel » Metwork and Internet b Metwork and Shating Center

View your basic network information anc

Change adapter settings L& : g “I

Change advanced sharing

. TAYLOR-PC Multiple n-etwork
eth
i (This computer)
View your active networks
p—_ Network
" Work network
Step 9:

Right Click on VPN Connection and select Connect.

P ¢ Control Panel » Metwork and Intermet » MNetwork Connections »

Crganize - Start this connection Rename this connection Delete this connection Change settings

— -

| | Local Area Connection L VPN Connection
&_E_ Metwork 46 """.'4“’ Disconnected

@2 Atheros ARS121/ARB113/AREINL ... | g3 WAN Minipd

Status
Set as Default Connection
Create Copy

Create Shortcut
& Delete
& Rename

"'7 Properties

Step 10:

Enter User name and Password and then click on Connect.
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- '
K- Connect VPN Connection ﬂ

Llzer name: client

Password: EE RS

Domain:

[] Save this user name and password for the following users:

Me only
@l Aryone who uses this computer

| Connect || Cancel || Propeties || Heb

Step 11:

If the PPTP tunnel is established successfully, you can check it on List of Tunnel.

TP-LINK

LZTP/PFTF Tunng IP Addreéss Poo L&t of LETR/PPTP Tunnel

TL CRG120

Ll gl Tumnsd
'''''''' S — Ho. Frotocs Apcount Maods

Tunnel [ Eesgion 1D Paer 1P Pesr hame Shatiy Acsipn
User Group
Advanced
Firawall " merern || mearen Halp ]
WPN

+IKE
*IFser
TLATESERTE

1 Pme diunt Smrvmr 30 ERRTET 218,380,235 cHY Curnacied -]
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7. How to configure a L2TP Server on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

PC LErE: Modem TL-ER6120

()

L2TP (Layer 2 Tunneling Protocol) Server is used to create a VPN connection for remote
clients. To configure L2TP Server on TP-LINK router, please follow the instructions below:

PC

A. Make sure PCs of two sides can access to Internet
B. Configuring a L2TP Server on TP-LINK router
C. Configuring L2TP client on remote PC (Windows 7)

NOTE: If the TP-LINK Router is behind a NAT device, Virtual Server or DMZ should be
configured on the NAT device, otherwise the VPN tunnel can’t be established.

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring a L2TP Server on TP-LINK router
Step 1:

Access the router’s management web page; verify the settings needed on the router.
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Device Info
Firmuears Virsion: 1.0.0 Build 20111114 Rel. 52682

Hardware Verson: TL-ERG120 v1.0

System Time
System Time: 2012-07-18 10:29:36 Wednesday
Running Time: d Day, 22 Hour, 3 Min, 52 Sec
WaN
WANI Lk LUip WWANZ Link Dawn
Primary Conmection:  PPPoE/Russian PPPOE Prmary Connection:  Dynamae 1P
Status! ‘Connected [ Connectng...
Online Time: 3 5ec //1 }This IP address 0.0.0.0
[i7 address: 113.97.237.50 | \ should be typed . 0.0.0.0
Subnet Mask: 255.255.255.255 |in VPN client 0.0.0.0
MAaC Addrass: %0-F5-52-BD-EE-FB S a 90-F6-52-B0O-EE-FC
Secondary Connedoon: -— Secondary Connection: —
Status: -— Status: -
IP Address: e 1P Address: -
Subnat Mask: Subnat Mask:
LAN/DMZ
Interface IP Address Subnet Mask DHCP Server MAC Address
LaAM 192.168.0.1 255.255,255.0 Enabled 90-F5-52-BD-EE-F4
Step 2:

Click on VPN->L2TP/PPTP->IP Address Pool, enter Pool Name and IP Address Range, and
then click on Add.

NOTE: IP Address pool must be different range from LAN IP address range.

TP-LINK

TL-ERG120 LZTR/PPTP Tunnsl P Address Pool List of LITP/PPTP Tunfnad

Enter Pool Name |

1P Address Pool
Networlk o
e Paool Name: testl
SnsanGrotpy . rm——
Advanced P Address Range: 172.31.10.10 =1173.31.10.20
_Firawall
VPN List of [P Address Pool
= IKE Mo, Poal Mame IF Address Range Actipn
=lPsec No entries.
- LITR/PRTR
e [ select a8 || Delete || Search |
Step 3:

Look for protocol, select L2TP; the Mode should be Server.

49



General

Enabbe VPMN-to-Intbemat 3 | clickon

= Cava. ) Save

Halls Intarval: &0 Sec (60-1000)

L2TR/PPTP Tunnel

Protocol: @ LITe PRTR 3 Click an

. : 1 add o[ s ]
Made: & SErver Chent

Enter Clear
Acoount Mame: tphnktest Account h ) 1
" i Mame and :
1 S
Ammwa Password
Tunnel: Clientto-LAN  [=]
Max Connechions: 10 {1-10)
Encryption: @ Enable Cusable
Pre-shared Key: 3678
Chent IP: 0.0.0.0
IP Address Poal: testl =]
Remate Subnet: Il
Status: @ Activate Inactrvate
List of Canflgurations

Mo. | Protocol | Account Mode Tunnal Sarver [P 1P Address Remote Submet | Enary | Status Autson

Namé Paal

Mo entnies.

Step 4:

Enter Account Name and Password whatever you like, here we use “tplinktest” as account
name, password is “1234”.

Step 5:

Under Tunnel, select Client-to-LAN.

Step 6:

The tunnel supports up to 10 connections, we enter 10 in this example.

Step 7:

Under Encryption, select Enable, and then enter “5678” as Pre-shared Key.

Step 8:

Under IP Address Pool, select “test1” we have added before.
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Step 9:

Look for Status, select Active.

Step 10:

Click on Add.

Step 11:

As we enabled Encryption, we need to go to VPN->IPsec, enable IPsec and then click on Save.

TL-ER6120 IPEEC PoRcy
General
Netwaork o
sac Disable =1
Uzer Group
Advanced 1IPsoc Palicy
_F[rnw all Pahcy Mame: -
YN l—,-:-ﬂd
Made: Lati-to-LAM = —l
* IKE [_ciear |
iPsec Liostal Subist ! [ |
| _Help |
“L2TR/PPTR

Damara Tidmmar: i

C. Configuring L2TP client on remote PC (Windows 7)

NOTE: For remote PC to connect to L2TP server, it can use Windows built-in L2TP software
or Third-party L2TP software.

Step 1:

Click on Start->Control Panel->Network and Internet->Network and Sharing Center.

Step 2:

Click on Set up a new connection or network.

51



View your basic network information and set up connections

Change adapter settings ﬁ ; N - 0 Seefull map
- e
mmm TAYLOR-PC Misltiple netwarks Internet
{This computery
View your sctive netwaorks Connect or ditconnect
Hetwork Access type Internet
Wrk network Connections: § Local Area Connection
Arcess type Ho network sccess
wm : : SLW|P¢H'EW ond
Local Ares Connection 4

?;Sﬂ up & new connectson or netwark I

" Set up a wirebess, broadband, disl-up, ad hoe, ar VBN connection: or set up 8 router or access
pont.

Connect to a network
Connect or reconnect te & wireleds, wired, dial-up, or VPN netwerk connechon.

e * Choose homegrowp and sharing cptions
e Access files and ponters located on other network computers, or change sharing settings.
Internet Oiptions Troublesheot problems
Windows Fieewall [Diagnose and repair network problems, or get troubleshooting infermation,
Step 3:

Choose Connect to a workplace, and then click on Next.
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&ﬁu‘pihum rork
\Configure 3 new router or access point,

:sutﬂprdial-uﬁﬂgﬁw e s
® Connect to the Intemet using a dial-up connection,

[ Net || Cancel |

Step 4:

Select Use my Internet connection (VPN)

How do you want to connect?

2+ Use my Internet connection (VPN)

Connect using a virtual private network (VPN) connection through the Internet.

N @ B

2 Dial directly

Caonnect directly to a phone number without going through the Internet.

a6

What s 3 VPN connection?
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Step 5:

Under Internet address field, enter router’s WAN IP address, and then click on Next.

Type the Internet address to connect to

Your network administrator can give you this address.,

Internet address: 113.987.237.50

Destination name: VPN Connection

[ Use a smart card

ﬂ [7] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Dun‘t connect now: just set it up se | can connect later

Step 6:

Enter User name and Password, and then click on Create.
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Type your user name and password

User name: tplinktest

Password: 1234

Step 7:

The VPN connection is created and ready to use, click on Close.

The connection is ready to use

<+ Connect now

55



Step 8:

Go to Network and Sharing Center and click on Change adapter settings on the left menu.

@‘Ovﬁ?« b Control Panel » Mebwork and Internet » Mebwork and Shating Center

Control Panel Home ; : 2 i
View your basic network information anc

Change adapter settings L& - ,‘r
g

Cha.nge advanced sharing TAYLOR-PC
settings i
(This computer)

Multiple network

View your active networks

MNetwork
Waork network

Step 9:

Right Click on VPN Connection and select Properties. On the Security tab, Select Layer 2

Tunneling Protocol with IPsec (L2TP/IPsec), under Data encryption, select Require encryption
(disconnect if server declines).

o =R
@.\“:-!f ¥ Comtred Panel b Metwork snd Intirned & Netwark Connedtions = )
Deggarass = Sharl Dhed CORRC T Earuarme [hei ¢ oniec s Dhriartia T £ &oh i Eaon Lhirnget il of Chei Confeclen E | g .
i T S T e
E! Lecal Ares Comnection l:. WP Connection o VPN Connection Pregertes
et ra - reap lecd == + e
& fratok FCle GBE Fir " B AN Winipert QiEs2 Genersl [ Opona | 567 | Netwadang | Shamng
Ty of VPN
J i 2 Tirwosirg Frtoncol wath e 42TPAPSec -
Achoarcnd wtirg |
o 7] o
Fapipars eyt il e =
e gton

Lise Extermbie Authertication Protoco (EAF)

& Ao Faee proboool

|resracrypaan passad AR
o Dralergs Mandshabo Sfertoaton Patoosl CHAF)
¥ Mcosolt CHAP Versian 2 MICHAP w1

Autprabcaly i wy Wincke ogen nams i
Saerwrd [ doeraen I oy

ok ][ cocs
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Step 10:

Click on Advanced settings, pick Use preshared key for authentication, and then enter the
key, here is “5678".

3 VPN Connection Properties

[Gonent [ Opions] 5oy [Rtwatin [ S
Type of VPN:
[qul'ﬁ.rrﬁ'lg Protocol with IPsec {L2TP/IPSec)

@ Use preshared key for authenbication

Key: 5&78

@ Aow these g 71 Us= certificate for authentication

Verify the Name and Usage atfributes of the server’s certificate

[7] Urencrypl
[¥] Chadlengs i
[#] Microsoft =

S -
Dpas';: [ o ]| canca |

0K || Conce |

Step 11:

Double click on VPN Connection, enter User name and Password and then click on Connect.
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(i e e e AT =1H £ ——y
K Connect WPM Connection @

User name: tplink test
Pazsword: sens
Dlamain:

[] Save this user name and passward for the Follawing users:

ke anly

@l Arnvane who uzes this computer

[_Eu:unneu:t 1[ Cancel H Properties H Help
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